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PABPABOTKA YYEBHO-IIPAKTHUYECKOI'O KOMIUIEKTA "STEMiO"
A ®OPMUPOBAHUSA HABBIKOB J3JIEKTPOTEXHUKM,
ITPOTPAMMUWPOBAHUA U "UHTEPHETA BEIIEN"

[IpencraBnena paspaboTka ydueOHO-TpakTHUeckoro komiuiekta STEMiO — MonysipHO# anmmapaTHO-TIpOrpaMMHON
wiaTdopmbl, 00beANHSAIOMEH OJIOKHM 3JIEKTPOTEXHHUKH, MPOTPaMMHPOBAHUS MHUKPOKOHTpoiuiepoB u "HHTepHeTa
Bemei" (IoT) B exnHOM mpudopHOM peniennn. OnucaHa CTPYKTYpHAs CXeMa, CXeMOTEXHUYECKHE PEIICHHs Y3JI0B
(670K MHUTaHUS C raJbBaHUYECKOH Pa3BsI3KOM M CaMOBOCCTAHABIMBAIOUIMMUCS NPEIOXPAHUTENAMH, U3MEPUTEIb-
HBIA Onok Ha Oase nudppoBoro MmyiabTuMeTpa ¢ SPl-mHTepdeiicoM, MHUKPOKOHTPOJUICPHBIH  MOIYJb
STM32F103C8T6, moayne GecripoBoanoi cBsizu ESP32-WROOM-32D). TlpuBeneHsl NpUHIUIHANBHBIE 0COOEH-
HocTH peanmsanuu npotokosa MQTT v3.1.1 u apxutektypa obmaunoro cepsuca STEMiOCloud nHa ocHoBe
Node.js, InfluxDB n Grafana. DxcniepuMeHTalIbHO ONpEIeIeHbB METPOJIOTHIECKHE XapAKTEPUCTUKH H3MEPUTETBHO-
ro OJIOKa: MOTPEeIHOCTh M3MepeHus HanpsbkeHns — 0.25%, Toka — 0.8%, 3anepikka nepeaayn KOMaHa depe3 00-
Ta4yHbIA cepBrc — He Oonee 185 mc. IlpencraBieHsl pe3ynbTaThl HATPY30YHOTO TECTUPOBAHUS CUCTEMBI TIPH OJIHO-
BpeMeHHOH pabore 20 KOMIUIEKTOB, IOATBEPIUBINNE yCTOWYMBOCTh 00JauHOW IutaTdopMbl. PazpaboTrka MoxkeT
OBITH HCIIOJIb30BaHa Kak MpuOopHas 6a3a aist yueOHBIX M UCCIIe0BaTelbCKuX 3a1a4 B obnactu [oT.

Kniouegvie cnosa: y1eOHO-ITpaKTUUECKUH KOMILUIEKT, MOy IbHas Ii1aTdopma, Mukpokonrposwiep STM32, ESP32,

"Uurepner Bemei", MQTT, obnauHblii cepBHC, CXEMOTEXHHKA, TOTPEITHOCTD U3MEPEHUIH

BBEJEHHUE

Paszurue texnomnoruii "MnrtepHera Bemeir" (IoT)
u npomsinuieHHoro "Marteprera Bemen" (IloT) Tpe-
OyeT cozmaHus HEJOpOTuX, (YHKIMOHAIBHO 3aKOH-
YEeHHBIX allapaTHO-MPOrPAMMHBIX MIaT(opM, TI03BO-
JSIIOINMX B J1a0OPATOPHBIX YCIOBUSIX MOAEIMPOBATH
TIOJTHBIN LIUKJ cOOpa, Tepeaadu U 00padOTKH JaHHBIX.
CymecTByromue pemnieHusi, Takue Kak Arduino
u Raspberry Pi, obnanaror orpanndeHHON MpUOOPHOI
0a30l, He BKJIIOYAIOT CPEACTBA TOYHBIX 3JIEKTpHUeE-
CKUX MU3MEpEeHHH U TPeOYIOT CaMOCTOATEILHON MHTe-
rpaluu pa3HOPOIHBIX Mojysei [1, 2]. JlaGoparopHbie
CTEH/Ibl, BBIITYCKAaEMbIe IPOMBIIIUIEHHOCTHIO, KaK Ipa-
BWJIO, OPUEHTHPOBAHBI Ha OJAHY TUCHUIUINHY (dJeK-
TPOTEXHUKY JINOO TIPOTPaMMHPOBAHKE) M HE TOIEP-
’)KuBalOT ckBo3HbIe loT-cuenapuu [3, 4]. Lensio Ha-
croameil paboThl sABIseTcs pa3padoTka ydeOHO-
npakTuyeckoro komiuiekta STEMiO kak emuHOU
npuOOpHON TATPOPMBI, OOBEAUHSIONIEH MPenn3u-
OHHBII M3MEPUTENHHBINA OJIOK, MUKPOKOHTPOJIIEPHBIN
MOJYJb U MOJYJb OeCIPOBOJHOMN CBSI3M C OOJaYHBIM
cepBucoM. HoBusHa pa3paboTku 3aKiIrodaeTcs:

1) B CKBO3HOW apxXHUTEKType, oOecreuuBaroeii
anmapaTHyl0 ¥ IPOTPaMMHYIO COBMECTUMOCTH TpeX
(yHKIMOHANBHBIX OJIOKOB;

2) B peammzarmu npotokona MQTT ¢ nByxypoBHe-
BoM cructeMoit QoS U Tiepeiaueil KOMaH,| YIIPaBIICHISE;
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3) BO BCTPOEHHOM cucTeMe cOopa IUQpoBOro Cire-
Ja Ha SHCProHE3aBUCUMYIO IMaMATh.

CTPYKTYPHA CXEMA U AIIITAPATHAA
APXUTEKTYPA

Obwas xapakmepucmuxa

KoMmmuiekT BBINOIHEH B BUAE HACTOJIBHOTO Keiica.
CrpykTypHas cxema (puc.) BKIIOYAeT TpU (QYHKIIHMO-
HaJIPHO 3aKOHYEHHBIX OJOKa: OJOK 3IEeKTPOTEXHUKH
u usMmepenunii (BOU), Gnox mporpaMMupoBaHus Ha
6aze STM32 (bIl) m Omox "WHTepHera Bemieit"
Ha Oa3e ESP32 (BMB). bioku coenuHeHbl cTaHAapT-
HBIMU nmelipamMu  depe3 yHuuuupoBanHsii  40-
KOHTAKTHBIA pPa3beM, YTO JIOMYCKAeT HE3aBUCHMYIO
3aMEHy MOAYJIEH.

TTumanue 610K06

[Mutanue ocymecTBIsETCS OT UMITYJIBCHOTO OJIOKa
12 B/ 5 A c ranpBaHHYECKON pa3BsA3KoH (KO PUIIH-
eHT TpaHchopmanuu 1:1, snekTpudeckas MPOYHOCTH
momsimu 1500 B). Tlonmkaromue cTabuan3aTopsl
Ha Oasze LM2596 (5 B, Harpy3ouHas criocoOHOCTBH
3 A) uw AMSI1117-3.3 (3.3 B, Harpy3ouHas cnoco0-
HOCTH 1 A) GOPMUPYIOT HEOOXOIUMBIC HATIPSKCHHSL.
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Bce cwiioBble 1€y 3allMIEeHbl CAMOBOCCTAHABIIN-
Baromumucs npegoxpanurensimu MF-R050 (0.5 A,
Bpems cpabatbiBanms 0.15 c).

biox INNEKMPOMEXHUKU U usmepeHuzZ

BOU moctpoen Ha 6aze makeTHOW miatel ¢ 840
KOHTaKTaMH M BCTPOSHHOTO ITU(POBOTO MYJIBTUMETPA
Ha mukpocxeme HY3131 ¢ 24-6utaeim ALIII, obGec-
NMEYMBAIOINUM H3MEPCHUC HANPSAKCHUA MOCTOAHHOTO
U nepeMeHHoro toka B auamnaszone 0—600 B c paspe-
maromiei criocodHocThio 0.1 MB 1 cunbl Toka 0-10 A
¢ paspemaronieli crocooHocThio 0.1 MA. Mynbtu-
METp TOAKIIYEeH K MHUKPOKOHTpoyuepy Omoka bBII
nmo wuHrepdeiicy SPI (yacroTa CHHXpOHHM3AIMU
4 MI'm). [lepenava pe3ynpTaToB M3MEpPEHHA B 00Ia4-
HBII CEpBUC OpraHus3oBaHa 4epe3 nuio3 bUB. B co-
ctaB bOU BxomsaT cencopsl temmeparypsl DS18B20
(tounocts +0.5 °C B nmamazone —10...+85 °C), oc-
BemeHHocT BH1750 (nnamazon 1-65535 nk) u Toka
ACS712 (ayBctBHTENnbHOCTH 185 MB/A). Jlabopatop-
HBIM MpakTUKyM BKIrodaeT 20 cxem: OT MpOoCTeHIInX
JeNuTeNed HapsDKeHUs 10 aKTUBHBIX (UIBTPOB BTO-

poro nopdaka Ha  OINCPAllMOHHBIX  YCHUIIUTCIIAX
LM358.
brok npoepammuposanus
BII Oasupyercs Ha MHUKPOKOHTpPOJUIEpPE

STM32F103C8T6 (smpo ARM Cortex-M3, 72 MI'n,

64 Koaiit Flash, 20 K6aiit SRAM). IIporpammupoBa-
HUe ocymiecTBisercs B cpeaax Arduino IDE (c make-
toM STM32duino) u PlatformlO [5]. Ilepudepus BII
BKITIOYAET: JIMHEHKY M3 BOCHMH CBETOJUOJOB C TO-
KOOTpaHHYUTENbHBIMU pe3ucTopamu 220 Owm, cepBo-
mpuBo SG90 ¢ IINUM-ymnpasnenuem (dactorta 50 I,
JUTITENBHOCTh umityibca 0.5-2.5 mc), LCD-nucmnei
16x2 cumBonoB c¢ wmHTepdeiicom [*C (agpec 0x27),
SHKOJEP ¢ KHOIIKOM, YEThIpe TaKTOBblE KHONKU. IIpo-
TpaMMBl 3arpyXaroTcsi uepe3 BcTpoeHHbIi USB -
UART mnpeo6paszosarens CH340G. Pa3pabortana 6u6-
nuoTeka adcTpakuuu Stemio.h, wWHKarcymupyromas
¢byakmr  BBOJA — BeIBoAa (pinMode, digitalWrite,
analogRead u ap.) u peanusyrorias 3anuck udpPoBo-
ro ciena B 2HeproHesaBucumyro mamsate EEPROM
00beMoM 256 GaiT.

bnok "Wnmepuema seweri”

BUB mnoctpoen na moxyne ESP32-WROOM-32D
¢ Wi-Fi 802.11 b/g/n (2.4 I'Tr) u Bluetooth 4.2. [lox-
KJIFOUEHBI TaTYUKK KadecTBa Bo3myxa CCS811 (ompe-
JieJIeHNe KOHIIEHTpanii (3KBUBAJICHTHOW) yTIIEKUCIIO-
ro raza eCO, M JeTy4ux OpPraHWYECKUX BEIIECTB
TVOC mo I*C), nemxennms AM312 (umdpoBoil BbI-
xox), pene SRD-05VDC (komMMyTHpyeMoe Harpsixe-
are 250 B AC / 30 B DC, 1ok g0 10 A) u OLED-
muctiert 0.96” ma SSD1306 (128%64 mmkceneit).
OOMeH  [aHHBIMH  OpPraHWU30BaH MO MPOTOKOIY
MQTT v3.1.1 ¢ ypoasimu QoS 0 m 1. B xagectBe

HAVYYHOE ITPUBOPOCTPOEHUE, 2026, Tom 36, Ne 3
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MQTT-6pokepa ucnosibzoBan Mosquitto 2.0.18, pas-
BEpHYTHIH Ha BbiFeneHHOM cepBepe (Ubuntu 22.04).
®opwmar tenerpaMmm — JSON, MakCUMaIbHBINA pa3Mep
rmakera — 256 Oaiit [6].

IMPOI'PAMMHOE OBECTIEYEHUE 1 OBJTAUHA A1
[NIIATO®OPMA

[IporpamMmMupoBanne MHUKpoKOHTposuiepa STM32
BeimonasieTcs B Arduino IDE 2.3.2 ¢ ycraHOBIEHHBIM
makeroM STM32duino (mogmepkka sapa Maple).
bubnunoreka Stemio.h peanu3yer enuHbI Tporpam-
MHBIN uHTepdetic ams C++ u MicroPython. [lns
ESP32 ucnons3yercst gpperimBopk Arduino ¢ 6ubnmore-
kamu PubSubClient (peammzamms MQTT-knmenra [7],
MaKCHUMaITbHBIH pa3Mep MakeTa yBedudeH g0 512 Oaiir)
u ArduinoJson 7.0 (bopmupoBanue u napcurar JSON).
CkeTu, AEMOHCTPUPYIOIIMH Meperady TeJleMeTpUn
U TpreM KoMaHj1, uMeeT o0bem 118 cTpok.

O6maunsrii ceppuc STEMiOCloud peanmnzoBan Ha
miargopme Node.js 20. XpaHeHue JaHHBIX —
B InfluxDB 2.7, Bu3yanmmuzanms — Grafana 10.2 [8].

KaxxnoMy KOMIUIEKTY TNpUCBaMBaeTCsl YHHUKaJIbHBINA
naeatudukarop (UUID), dro mo3BONSET OTCIIEKH-
BAaThb AKTUBHOCTb OTHENIBHBIX Mojib30oBaTenel. API
cepBuca noctpoeno mo apxutekrype REST, momgnep-
xuBaeT 3anpockl GET (ureHue Tenemerpun 3a MepH-
on) u POST (ormpaBka KoMmMaHA YIpaBiieHus). 3a-
Jep)KKa Teperadyd KOMaHABl OT BeO-mHTepdeiica
70 UCIIONHHUTEIBHOTO YCTPOMCTBA B Mpelenax Jo-
KaITbHOM ceTH cocTaBisieT He 6omee 200 mc.

OKCIIEPUMEHTAIJIBHA I TPOBEPKA
XAPAKTEPUCTHUK

Mertposoruiyeckue XapakTepUCTHKH HW3MEPUTEIb-
Horo Omoka BOW ompenensimuch myTeM CpaBHEHHS
MOKa3aHWH BCTPOCHHOTO MYJBTHMETpA C ATAJOHHBIM
npubopom Keysight 34461A (6'% paspspos). Uzme-
PEHHS TPOBOJMIIUCH JUIS TIATH 3HAUCHUN HATPSHKEHUS
B quana3zone 0—30 B u toka 0-2 A mpu temmepatype
23 £ 2 °C. Pesynbrarhl (Tabi.) MOKa3bIBAIOT MAKCH-
MaJbHYIO OTHOCHTENIbHYIO norpemHocts 0.25% ans
HanpspreHus u 0.8% mms Toka.

Tabauua. Pe3ynbraTel H3MEpEHUsI METPOJIOTUYECKUX XapakTepucTuk bOU

Usmepsiemas DraIoHHOE Hoxasaris STEMIO ABcomoTHas OtHOCHTeNBHAS

BeTHIMHA 3HAUCHHE TOTPEIIHOCTD NOTpPEmHOCTS, %
Hanpsixenne, B 5.012 5.002 0.010 0.20
_n_ 10.003 10.016 0.013 0.13
_n_ 15.008 15.035 0.027 0.18
_n_ 20.001 19.956 0.045 0.22
_n_ 30.004 29.929 0.075 0.25
Tok, MA 100.2 99.5 0.7 0.70
_n_ 500.4 504.2 3.8 0.76
_n_ 1000.1 1008.0 7.9 0.79
_n_ 1500.3 1511.9 11.6 0.77
_n_ 2000.0 1984.2 15.8 0.79

Hpumeqauue. HpI/IBCZ[CHBI CpCAHUC 3HAYCHUS I10 TPEM U3MCPCHUAM.

HAVYYHOE ITPUBOPOCTPOEHUE, 2026, Tom 36, Ne 3
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Harpy3ounoe TectupoBaHue o0sauHO# riatdop-
MBI TIPOBOAMJIOCH TIPH OJHOBpeMeHHOW pabote 20
KOMIUTEKTOB, KaXIbI M3 KOTOPBIX OTIPABIISUI TeJe-
METPHIO C MHTEPBAJIOM S5 ¢ (CymMmapHO 4 3ampoca/c).
B teuenne 6 4 HempephIBHOW pabOTHI 3aQUKCUPOBAHO
0 TOTepsSHHBIX MAaKETOB, CPEITHSIS 3aJepKKa JOCTaBKH
nmaaaeiX B InfluxDB cocraBmia 185 mc (Makcumaltb-
Has — 310 mc), 3arpy3ka CPU cepBepa He mpeBbliia-
na 22%. ApXuTeKTypa Iokas3aja yCTOWIMBOCTb K IH-
KOBBIM Harpyskam Jo 12 3ampocos/c 6e3 aerpaaanuu
MMPOU3BOAUTCIIBHOCTH.

CPABHEHUE C AHAJIOTAMU

[To cpaBHEHHIO C M3BECTHBIMU pa3paboTkamu [9—
12] kommnexT STEMiO BeIMTpBIBaeT 3a CUET:

1) BCTPOEHHOr0 MPELM3HOHHOTO U3MEPUTEIHHOTO
osoka ¢ SPI-uHTEpdeiicom, MO3BOJIAIONIETO HE TOJILKO
MPOBOJUTH HIEKTPUYECKUE U3MEPEHUs], HO U Iepena-
BaTh UX Pe3YyJIbTaTHl B 00JIAKO;

2) peamm3amum CKBO3HOro mpoTokora MQTT
OT JIaT4MKa 10 00JauyHON BH3YyaIU3aIiH;

3) yaudunupoBaHHOro 40-KOHTaKTHOTO pa3beMma,
00ecTeYnBarOLIEro B3aUMO3aMEHIEMOCTh MO IEH.

B ormuune ot mmardopmer NI ELVIS, STEMiO
Ha TOPS/IOK JEIIEBIEe MPH COXPAHEHUH KIFOUEBBIX
MU3MEPHUTENBHBIX M KOMMYHUKAIMOHHBIX BO3MOXHO-
CTEH.

3AKJIIOYEHUE
Pazpaboran  y4eOHO-IpaKTUYECKHA  KOMILIEKT
STEMiO — ™onynpHas anmapaTHO-IPOrpaMMHast

miat(opma, 0ObeTUHSIOMAS TTPEIU3NOHHBIN N3MEPH-
TEJAbHBIA  OJIOK, MHKPOKOHTPOJUICPHBIA  MOAYJb
STM32 u momyns 6ecripoBomHOM cBsizu ESP32 ¢ 00-
JAYHBIM CEPBHCOM. DKCIIEPUMEHTAIBHO OIpPEaeIICHBI
METPOJIOTHYECKHE XaPaKTEPUCTUKU: TOTPEIIHOCTD
n3MepeHus HanpsbkeHust — He 6osee 0.25%, Toka —
He Oonee 0.8%. MakcumanbHas 3aepXKa Mepeaadn
KOMaHJ 4epe3 oOJadHblil cepBHC cocTaBmia 185 mc.
HarpysouHoe TecTHpoBaHHE MOATBEPIMIO YCTOHYH-
BOCTh IIATGOPMBI TIPH OIHOBpEeMeHHOW pabote 20
KOMILIEKTOB. Pa3paboTka MOKeT OBbITh MCIOIB30BaHA
B KauecTBe NPUOOpPHON 0as3pl as J1abOpaTOpHBIX
MPaKTUKYMOB W HCclenoBaHuii B obmactu "MHTEpHE-
ta Bemei". [lepcriekTHBBI pabOTHI CBSA3aHBI C PACIIN-
peHreM (QyHKOUHA 00JIaYHOTO cepBUca (MHTETpaIlis
AQHAJIMTUKN Ha 0a3e MalIMHHOTO OOyuYeHUs) U pas3pa-
OOTKOM IOMOJIHUTEIbHBIX H3MEPHUTEIIBHBIX MOTYJICH.

Asmopbl svipadicaiom 01a200apHOCMb AOMUHUCTIPAYUY
Kybanckoeo zocydapcmeennozo mexHoI02U4ecko2o yHu-
sepcumema 3a NPeodOCMABIEHHYI0 1aOOpamopHyro 6asy.
Hccnedosanue 6binonneHo 6e3 6Heune20 UHAHCUPOBAHUSL.
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Kybanckuii zocyoapcmeennnlit mexnonozuueckuil
YHugepcumem, 2. Kpacnooap

DEVELOPMENT OF THE "STEMiO" EDUCATIONAL
AND PRACTICAL KIT FOR FORMING SKILLS IN ELECTRICAL
ENGINEERING, PROGRAMMING, AND "THE INTERNET OF THINGS"

A. T. Baybekov, D. V. Zolotov, D. A. Varel'dzhyan, E. Yu. Pisarevskaya

Kuban State Technological University, Krasnodar, Russia

The development of the STEMiO educational and practical kit is presented - a modular hardware-software
platform integrating blocks for electrical engineering, microcontroller programming, and the Internet of Things
into a single instrumentation solution. The structural diagram and circuit designs of the nodes are described:
a power supply unit with galvanic isolation and self-resetting fuses, a measurement unit based on a digital mul-
timeter with an SPI interface, an STM32F103C8T6 microcontroller module, and an ESP32-WROOM-32D wire-
less communication module. The key implementation features of the MQTT v3.1.1 protocol and the architecture
of the STEMiO Cloud service based on Node.js, InfluxDB, and Grafana are presented. The metrological charac-
teristics of the measurement unit were experimentally determined: voltage measurement error — 0.25%, current
measurement error — 0.8%, command transmission delay through the cloud service — no more than 185 ms.
The results of stress testing of the system with 20 kits operating simultaneously are presented, confirming the
stability of the cloud platform. The development can be used as an instrumentation base for educational and re-
search tasks in the IoT field.

Keywords: educational and practical kit, modular platform, STM32 microcontroller, ESP32, Internet of Things, MQTT,
cloud service, circuit design, measurement error

REFERENCES Science], 2025, no. 3-2-1, pp. 102-103. (In Russ.). URL:
https://aeterna-ufa.ru/sbornik/IN-2025-03-2-1.pdf

1. Krylatov A.Yu., Ivanova V.S. Laboratornyj stend po mi- 4. Zuev A.S., Shendyapin A.V., Denisov Yu.E. Osnovy in-

kroprocessornoj tekhnike na baze platformy easyelectron-
ics [Laboratory setup for microprocessor technology
based on the easyelectronics platform]. Tomsk: TPU,
2019. 64 p.
URL: http://earchive.tpu.ru/handle/11683/55102

. Rabinovich P.D.,  Zavedenskiy K.E.,  Samoylov N.E.
[School of project technologies: The internet of things
in the interdisciplinary learning]. Informatika i obrazo-
vanie [Informatics and education], 2020, no. 9, pp. 34-43.
DOI: 10.32517/0234-0453-2020-35-9-6-19 (In Russ.).

. Akyev D., Aimetov C., Ovezgeldiev V., Khalbaeva J.
[Training Engineers in Higher Education Institutions:
STEM Technologies]. Innovacionnaya nauka [Innovative

101

terneta veshchej s primeneniem programmno-appara-
tnogo kompleksa: praktikum [Fundamentals of the Internet
of Things Using a Hardware-Software System: A Work-
shop]. Moscow: RTU MIREA, 2025. 120 p. (In Russ.).

. Goncharov K.E., Shestakov D.A. [A microcontroller core

for simplified development of ESP32-based laboratory
test benches]. Shornik trudov I Vserossijskoj nauchno-
tekhnicheskoj konferencii po informatike i kibernetike:
"Volga Cyber Week" (Samara, 24-26 marta 2025 g.)
[Proc. I All-Russ. Sci. tech. Conf. in computer science and
cybernetics "Volga Cyber Week" (Samara, 2025 Mar 24—
26)], Samara: Samara University Publ., 2025, pp. 19-20.

URL: https://elibrary.ru/item.asp?id=82732089 (In Russ.).



102

6.

A. T. BAUBEKOB u np.

Vanin P.A., Nesterov A.S., Kholodilin I.Yu. [Integration
of IIOT and AR technologies into training & teaching via
laboratory equipment]. Vestnik Yuzhno-Ural'skogo GU:
seriya "Energetika" [Bulletin of South Ural State Univer-
sity. Series "Power Engineering"], 2020, vol. 20, no. 1,
pp. 123-133. (In Russ.).

URL: https://vestnik.susu.ru/power/article/view/10378

. Banks A., Gupta R. MQTT Version 3.1.1. OASIS Stan-

dard. 2014. URL: http://docs.oasis-
open.org/mqtt/mqtt/v3.1.1/mqtt-v3.1.1.html (accessed:
10.04.2026).

. Masterskikh M.A., Knol M.G., Roenko (Dudnik) A.O.

[Development of a modular SmartLab laboratory
for teaching students of technical universities of IoT tech-
nologies]. NANOINDUSTRIYA [Nanoindustry], 2024,
vol. 17, no. 1, pp. 32—42. (In Russ.). DOI: 10.22184/1993-
8578.2024.17.1.32.42

. Lelekov A.T., Kureshov V.A. [Remote laboratory for the

design of attitude control systems for small satellites].
Pribory i tekhnika eksperimenta [Instruments and Expe-
rimental Techniques], 2022, no. 5, pp. 154-159.
DOI: 10.31857/S0032816222050196 (In Russ.).

Contacts: Baybekov Alan Timurovich,
arslan7753192@gmail.com

10.

11.

12.

Akseonov E.N., Detcova A.V. [Laboratory stand for
checking Arduino family boards]. Vestnik Pridnestrovs-
kogo  universiteta.  Seriya:  Fiziko-matematicheskie
i tekhnicheskie nauki [Journal of the Transnistrian Univer-
sity. Series: Physical, Mathematical, and Technical
Sciences], 2022, no. 3, pp. 124-129. (In Russ.). URL:
https://elibrary.ru/yimstp?ysclid=mpcqaipjvk991922895
Glushak E.V., Kupriyanov A.V. Vvedenie v Internet ve-
shchej: laboratornye raboty: praktikum [Introduction to
the Internet of Things: Lab Exercises: Workshop].
Samara: Samara University Publ., 2022. 88 p. (In Russ.).
Grigor'ev  S.V. Razrabotka apparatno-programmnyh
sredstv dlya IoT-obucheniya. Avtoref. diss. kand. techn.
nauk [Development of hardware and software solutions
for IoT training. Autoref. cand. techn. sci. diss.]. Krasno-
dar, 2023. 22 p. (In Russ.).

The article was received by the editorial office on 14.05.2026

HAVYYHOE ITPUBOPOCTPOEHUE, 2026, Tom 36, Ne 3



INTRODUCTION

The development of Internet of Things (IoT) and
Industrial Internet of Things (IloT) technologies re-
quires the creation of low-cost, fully functional hard-
ware and software platforms that enable the simula-
tion of the full cycle of data collection, transmission,
and processing in laboratory conditions. Existing solu-
tions, such as Arduino and Raspberry Pi, have limited
instrumentation, do not include precision electrical
measurement tools, and require the independent inte-
gration of disparate modules [1, 2]. Industrial labora-
tory setups are typically focused on a single discipline
(electrical engineering or programming) and do not
support end-to-end IoT scenarios [3, 4]. The goal of
this work is to develop the STEMiO educational and
practical kit as a single instrument platform combin-
ing a precision measurement unit, a microcontroller
module, and a wireless communication module with
a cloud service. The development's novelty lies in:

1) an end-to-end architecture that ensures hardware
and software compatibility across three functional
blocks;

2) implementation of the MQTT protocol with
a two-tier QoS system and control command trans-
mission;

3) an integrated system of digital trace collection to
non-volatile memory.

STRUCTURAL DIAGRAM
AND HARDWARE ARCHITECTURE

General characteristics

The kit is designed as a desktop case. The structur-
al diagram (Fig.) includes three functionally complete
blocks: an electrical engineering and measurement
block (EEMB), an STM32-based programming block
(PB), and an Internet of Things block (IoTB) based on
the ESP32. The blocks are connected by standard rib-
bon cables through a unified 40-pin connector, allow-
ing for independent module replacement.

Fig. Structural diagram of the STEMIiO training and
practical kit

Power supply of the blocks

Power is supplied by a 12 V / 5 A pulsed power
supply with galvanic isolation (1:1 transformation
ratio, 1500 V insulation strength). Step-down regula-
tors based on the LM2596 (5 V, 3 A load capacity)
and AMS1117-3.3 (3.3 V, 1 A load capacity) generate
the required voltages.

All power circuits are protected by MF-R050 self-
resetting fuses (0.5 A, 0.15 s response time).

Electrical engineering
and measurement block

The EEMB is based on an 840-pin breadboard and
a built-in digital multimeter with an HY3131 chip and
a 24-bit ADC, the multimeter is capable of measuring
AC and DC voltage in the range of 0-600 V with
a resolution of 0.1 mV and current of 0-10 A with
a resolution of 0.1 mA. The multimeter is connected
to the PB's microcontroller via an SPI interface (syn-
chronization frequency of 4 MHz). Measurement re-
sults are transmitted to the cloud service via the [oTB
gateway. The EEMB includes DS18B20 temperature
sensors (accuracy +0.5 °C in the range of —10 to +85 °C),
BH1750 illuminance sensors (range 1-65535 lux),
and ACS712 current sensors (sensitivity 185 mV/A).
The lab workshop includes 20 circuits, ranging from
simple voltage dividers to second-order active filters
on LM358 operational amplifiers.

Programming block

The programming unit is based on an
STM32F103C8T6 microcontroller (ARM Cortex-M3
core, 72 MHz, 64 KB Flash, 20 KB SRAM). Pro-
gramming is performed using the Arduino IDE (with
the STM32duino package) and PlatformlO [5]. The
peripherals of the programming unit include: an eight-
LED array with 220 Q current-limiting resistors, an
SG90 servo drive with PWM control (50 Hz frequen-
cy, 0.5-2.5 ms pulse width), a 16x2 character LCD
display with an I>C interface (address 0x27), an en-
coder with a pushbutton, and four tact switches. Pro-
grams are loaded via the integrated CH340G USB-
UART converter. A Stemio.h abstraction library was
developed, encapsulating input/output functions
(pinMode, digitalWrite, analogRead, etc.) and imple-
menting digital trace writing to 256-byte non-volatile
EEPROM memory.

Internet of Things (IoT) block

The IoT Block is built on an ESP32-WROOM-
32D module with Wi-Fi 802.11 b/g/n (2.4 GHz) and
Bluetooth 4.2. Connected sensors include a CCS811
air quality sensor (equivalent carbon dioxide (eCO,)
and TVOC (volatile organic compound) concentra-
tions measured via I?C), an AM312 motion sensor
(digital output), an SRD-05VDC relay (250 V AC/30V
DC switching voltage, up to 10 A), and a 0.96" OLED
display with an SSD1306 (128%64 pixels).

Data exchange is organized using the MQTT
v3.1.1 protocol with QoS levels 0 and 1. Mosquitto
2.0.18, deployed on a dedicated server (Ubuntu
22.04), is used as the MQTT broker. Telegrams are



formatted in JSON, with a maximum packet size of
256 bytes [6].

SOFTWARE AND CLOUD PLATFORM

Programming of the STM32 microcontroller is per-
formed in Arduino IDE 2.3.2 with the STM32duino
package installed (Maple kernel support). The Ste-
mio.h library implements a unified API for C++ and
MicroPython. The ESP32 uses the Arduino frame-
work with the PubSubClient library (an MQTT client
implementation [7], with the maximum packet size
increased to 512 bytes) and ArduinoJson 7.0 (for ge-
nerating and parsing JSON). The sketch demonstrat-
ing telemetry transmission and command reception is
118 lines long.

The STEMiOCloud cloud service is implemented
on the Node.js 20 platform. Data is stored in InfluxDB
2.7, and visualization is provided by Grafana 10.2 [8].
Each kit is assigned a unique identifier (UUID), al-
lowing for tracking the activity of individual users.
The service API is built using a REST architecture
and supports GET requests (reading telemetry over
a period) and POST requests (sending control com-
mands). The command transmission latency from the
web interface to the actuator within a local network is
no more than 200 ms.

EXPERIMENTAL VERIFICATION
OF CHARACTERISTICS

The metrological characteristics of the EEMB
measuring unit were determined by comparing the
readings of the built-in multimeter with a Keysight
34461A reference instrument (6% digits). Measure-
ments were performed for five voltage values in the
range of 0—30 V and a current of 0-2 A at a tempera-
ture of 23 £ 2 °C. The results (table) show a maximum
relative error of 0.25% for voltage and 0.8% for cur-
rent.

Tab. Results of measuring the EEMB metrological
characteristics

Load testing of the cloud platform was conducted
with 20 kits running simultaneously, each sending
telemetry data at 5-second intervals (a total of 4 re-
quests/sec). Over 6 hours of continuous operation,
0 packets were lost, the average data delivery latency
to InfluxDB was 185 ms (maximum 310 ms), and
CPU server utilization did not exceed 22%. The archi-
tecture demonstrated resilience to peak loads of up to
12 requests/sec without performance degradation.

COMPARISON WITH ANALOGS

Compared to known developments [9—12], the
STEMiO kit has a number of advantages:

1) a built-in precision measuring unit with an SPI
interface, allowing not only electrical measurements
but also transmission of their results to the cloud;

2) implementation of an end-to-end MQTT proto-
col from the sensor to cloud visualization;

3) a unified 40-pin connector, ensuring interchan-
geability of modules.

Unlike the NI ELVIS platform, the STEMiO is an
order of magnitude cheaper while maintaining key
measurement and communication capabilities.

CONCLUSION

The developed STEMiO training and practical kit
is a modular hardware and software platform combin-
ing a precision measurement unit, an STM32 micro-
controller module, and an ESP32 wireless communi-
cation module with a cloud service. Metrological
characteristics have been experimentally determined:
voltage measurement error is no more than 0.25%,
and current measurement error is no more than 0.8%.
The maximum command transmission delay via the
cloud service was 185 ms. Load testing confirmed the
platform's stability during 20 kits operating simulta-
neously. The development can be used as a base for
laboratory workshops and research in the field of the
Internet of Things. Future prospects for this work in-
clude expanding the cloud service's functionality (in-
tegrating machine learning-based analytics) and de-
veloping additional measurement modules.
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