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OLIEHKA CBOMCTB NOCJIEJOBATEJIBHOCTHU CJIYYAHHBIX
YUCEJ, ITOJYYEHHBIX HA OCHOBE KBAHTOBBIX IMTPOLECCOB,
C MOMOIIbIO METOJIOB HEJIMHEMHOHU JTUHAMUWKHA

W3 nuTepaTypbl H3BECTHO, UTO MHOTHE U3 CYLIECTBYIOIIUX aJTOPUTMOB I€HEepaluy CIIy4aifHbIX YHCEI UM MCEB0-
CITy4aiHBIX TTOCIIEIOBATEILHOCTEH HE CIIOCOOHBI B MOJTHON Mepe oOecreunTs TpeOyeMblil ypOBeHb O€3011acHOCTH,
YTO IOCIYKUJIO KIIFOUEBOM NMPUYMHOM Pa3BUTHsI F€HEPATOPOB CIyYalHbIX YMCE WU IICEBAOCIYYalHbIX IOCIEN0-
BaTEeJILHOCTEH Ha HOBBIX NpHHLUNAX. IIpoBeneHs! UCCIENOBaHUS BPEMEHHBIX peaju3aluil MOociIe0BaTENbHOCTU
CITy4aliHBIX YUCEJ, TOIy4YEHHBIX Ha OCHOBE KBAaHTOBBIX MpoueccoB. [Toka3aHo, 4TO METOAB! HEMTUHEWHOW TUHAMUKI
HCHOJIB3YIOTCS JOCTATOYHO PEAKO A UCCIEN0BaHUS UX CBOWCTB. BBIMOIHEHO MOAEIMPOBAHUE MOCIEIOBATENBHO-
CTH CITy4YaiHbIX YHCEJ, NOJYYEHHBIX HA OCHOBE KBAaHTOBBIX IPOILIECCOB, U MPOBEAEH KOJUYECTBEHHO-KaueCTBEHHBII
aHaJIN3 MX CBOMCTB C MTOMOIIBIO METOOB HETMHEHHOW AMHAMHKH. Y CTAaHOBJICHO, YTO BPEMEHHBIE pealn3alliy 1o-
CJIEZIOBATENBFHOCTH CIIyYalHBIX YHCENl, MOJY4YEeHHbIE HAa OCHOBE KBAaHTOBBIX MNPOLECCOB, 00JIaJIAI0OT MOBBIIICHHON
CKPBITHOCTBIO OT MTOCTOPOHHETO HAOIIOAATENs U ABISIOTCS JOCTATOYHO OMM3KUMHU K OelloMy mIyMy. YKa3aHO, 4TO
TaKHe MOCIEN0BAaTEIbHOCTH CIyYaiHBIX YUCEIl, TP COOTBETCTBYIOIIEH afaNTally, MOTYT HAUTH IPUMEHEHUE IS
UCTIONIB30BAHUS B COBPEMEHHBIX CHCTEMax II€pefadyd AaHHBIX, T.K. OOJAaJaroT MPUEMIIEMbIM 3HAUYCHHEM ITHK-
¢axropa.

Kn. cn.: Cﬂy‘IaﬁHHe 4unciia, KBAHTOBBIC MTPOLECCHI, HeJIMHEWHAst JHUHaAMUKa, KOJIMYECTBEHHO-KaueCTBEHHBII aHaJIu3,

CBOIiCTBa

BBEJEHUE

CrpemurenbHas 1udpoBu3aIus 00IIecTBa U KO-
HOMMKH UTPAET MEPBOCTENEHHYIO POJIb B YBETMUEHUU
Crpoca Ha MOBBIIIEHUE 0E30MaCHOCTH MepeJaBaeMon
WHGOPMAIINH, YTO CIYXKUT JOTOTHUTEIHHBIM CTHMY-
JIOM Ppa3BUTHsI KPUNTOrpaduu M CKPBITHBIX CHCTEM
cBs3u. M3BectHO [1-4], 9TO mis mpeoOpazoBaHUs Tie-
penaBaeMbIX JaHHBIX K BHJIY, KOTOpPBIH HEJOCTYIEH
HEaBTOPH30BAHHOMY TIOJIB30BATENIO, HCIOIB3YIOTCS
B Ka4eCTBE HMCXOJHBIX JAHHBIX HEKOTOPHIE IMEpPBHY-
HBIE COCTOSIHUS, CO3/IaBaeMble TeHEPaTOpaMH CITyJai-
Heix uucen (CY) W mceBAOCIyYalHBIX IOCIEN0BA-
tenpHOCTEH ([ICY). Mcxoas u3 3T0T0, 3alUIICHHOCTh
Nepefayn JaHHBIX ONpPENEssieTCsl B MEPBYIO OYepelb
kayectBoM reHepupyembix CY u IICYH. Mmuorue
W3 CYMIECTBYIONUX alropuTMoB renepammn CY wimum
[1CY He crocoOHBI B MOJHOM Mepe 00ecneunuTh Tpe-
OyeMblii YpOBEHb O€30MacCHOCTH, HYTO MOCIY>KHIIO
KIIIOYEBOM NpPUUYMHON pa3BUTHA reHepaTopoB CY
u [ICY na wHoBeIX mnpuHnunax [1-9], wampumep
Ha OCHOBE XAa0THYECKUX CUTHAJIOB, HA OCHOBE KBaH-
TOBBIX T€HEPATOPOB U JIp.

B mocnemnue roap! ouH W3 HAMOOJIBITNX WHTEPE-
COB y CIICHAJIMCTOB BBI3BIBAIOT UCCIEIOBAaHUS B 00-
nmactu co3manus reneparopoB CYH u IICY, B ocHOBe
paboThl KOTOPBIX JIe)KAaT KBAaHTOBBIE MPOLECCHI [2, 5—

9]. Bricoknii ypoBeHb BHYTpEHHEHW HEOTpeeNeHHO-
CTH 3THX IIPOLECCOB MO3BOJISIET MOAAEPKUBATH T'€HE-
panuio  HEKOPPENHPOBAaHHBIX  CIYYallHBIX OWTOB
Oosib1Ioi AnMHBL. M3BECTHBI MHOTOYMCIICHHBIE KOH-
CTPYKIMH TaKMX T'€HEPAaTOpPOB, OMUCAHHBIE B pa3iIny-
HBIX HCTOYHHWKAX [2, 5-9] m cmmckax JUTEpaTypsl
K HUM: OCHOBaHHBIE HA PETUCTPALUU BPEMEHH JIETEK-
THPOBAaHUS OJWHOYHBIX (DOTOHOB, paclpeAeTIeHIH
9HciIa OAWHOYHBIX (POTOHOB, perucrpauuu (a3zoBbIX
ITYMOB ¥ MHOTHE JIpYTHE.

OnHUM U3 BaKHBIX BOIIPOCOB B JAHHBIX YCJIOBHUSX
SIBIIIETCSI BOTIPOC, CBSI3aHHBIM C METOJaMH HCCIeO0-
BaHus cBorictB CY m IICY, moiy4eHHBIX Ha OCHOBE
KBaHTOBBIX NPOLIECCOB. AHAIU3 JINTEPATYPHI MOKa3bl-
Baer [2, 5-9], uto s mccnenoBanus cBorictB CH
n I1CY, mosyueHHBIX Ha OCHOBE KBAHTOBBIX MpoOIleCc-
COB, OOBIYHO HCIIOJIB3YIOTCSA CIEIYIOIME METOIbI:
BPEMEHHBIE M CIEKTpaJbHbIE JHAarpaMMbl, aBTOKOP-
penaunonHas (pyHKIMS, HCCIeIOBaHHE 3aKOHA pac-
npeaeeHns, KOJINYeCTBO M AJMHA KOJOBBIX CTPYK-
Typ, crarucruueckue tectel NIST, DieHard u Heko-
Topele Apyrue. Kak BUIHO, UccienoBaTenyd B OCHOB-
HOM HCIOJIb3YIOT CTaHIAPTHBIH HAOOp H3BECTHBIX
MeToq10B. B manHOW paboTe aBTOPHI XOTAT PACIIUPUTH
Ha0Op TakMX METOJIOB M INPOBECTH OLIEHKY CBOICTB
CY u IICY, momydeHHBIX Ha OCHOBE KBAaHTOBBIX IPO-
LIECCOB, C ITOMOILBI0 METOJOB HEIMHEHHON OUHAMU-
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KA. YKa3aHHbIE METOABI JOCTaTOYHO XOPOLIO ceds
3apeKOMEHJJOBAIM B MPEIbIIYIIHX padoTax aBTOPOB,
Harnpumep [3, 4, 11-14], onHaKo He HALUIK IIKUPOKOTO
MIPUMEHEHUs B YKa3aHHOM 00JacTH.

Lenpto maHHOW CTAaThU SIBISIETCS MOJEIMPOBAaHNE
nocnenoBaTenbHocTd CY, MONy4YeHHBIX Ha OCHOBE
KBaHTOBBIX MPOIECCOB, M WX KOJMYECTBEHHO-
KaueCTBEHHBIM aHalIM3 C MOMOUIbI0 METOAOB HENH-
HEWMHOM JUHAMMKHU.

NCCJIEJOBATEJBCKASA YACTb

[IpoBeneM MonenupoBaHUE MOCIEIOBATEIEHOCTH
CY, mosryuyeHHBIX Ha OCHOBE KBAHTOBBIX IPOIECCOB.
[ reHepupoBaHUs TaKUX YUCEN B KadecTBE IpHMe-
pa oOparumcs k pabote [10]. B yka3auHoii pabote
onucaH KBaHTOBBIA reHepaTop CY, OCHOBaHHBII
Ha KBaHTOBOH CIIy4ailHOCTH BpeMEeHH Ipuxonaa GoTo-
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HOB. OCHOBHBIMM XapaKTEPUCTUKAaMHU JaHHOTO T'eHe-
patopa CU sBnstoTCs BBICOKash CKOPOCTh T'€HEpaluu
MOCIIEIOBATENILHOCTEN M BBICOKAasl CTENEHb UX CIy-
YaifHOCTH, TO3BOJIAIONIAS B MEPCIEKTHBE HCIIOJIb30-
BaTh €r0 B CHCTEMax KpUNTOrpaduyecKor 3amfuThl
MHPOPMAIIH.

C moMomIpI0 CeNHaIbHOTO MPOTrpaMMHOTO obec-
MeYeHus1, PacloyiokeHHoro Ha pecypce [15], aBropa-
MU ObUIH creHepupoBanbl 100 pa3iMYHBIX MOCIENO-
BarenpHOCTed CU, ommcanHbeix B pabore [10]. Ilpu-
Mep TOJyYeHHON BPEMEHHOW peanm3aluy MpUBEICH
Ha puc. 1. JI[pyrue BpeMeHHBIC peanu3alliid UMEIOT
CXO0KHH BHI.

Ha puc. 2 npuBeaen npumep CHEKTpaibHOW Aua-
rpamMmbl  mocienoBatenbHocTH  CY, MOMy4YeHHBIX
Ha OCHOBE KBaHTOBBIX IporieccoB u3 pabdots [10],
cooTBeTcTBYIOIM puc. 1. Jlpyrue mnosyueHHbIE
CHEKTpaJbHBIE TUAarpaMMBbl UMEIOT CXOKUH BHI.
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Puc. 1. Bpemennas peanmsanusi mocle-
JqosarenbHocTH CY, MOTy4YeHHBIX Ha OC-
HOBE KBAaHTOBBIX IPOIIECCOB M3 PabOTHI
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Puc. 2. ChexrpanpHas guarpaMma
nocnenoBaresnpHocT  CY, momydeH-
HBIX Ha OCHOBE KBaHTOBBIX IPOIIECCOB
u3 pabots [10]
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Ta6a. 1. Hekotopble 3 METOJ0B HEIMHEHHON NWHAMUKH, IPUMEHSEMbIE IJIS OlleHKH CBOMCTB CUY, MOMydYeHHBIX

Ha OCHOBE KBAaHTOBBIX MPOIIECCOB U3 padboTsl [10]

Ne Ha3zBanue metona O6o3HaueHme DopMybHOE BEIpa)KEeHHE
C, y(E)-C .. (&)
1 BDS-crarucruka w(e) W,y (8) =N —m+1—=8 =
Gm,N (8)
2 [Tokazarens Xepcra H R/S=(z/2)"
3 [Muk-daxrop P P= Yo
o

Taoda. 2. Paccunrannsie 3HaueHns BDS-cratuctukn w(e), nokaszatens Xepcra H u muk-aktopa P BpeMEHHBIX
peammzanuii CY, moy4eHHbIX Ha OCHOBE KBaHTOBBIX IpolieccoB 3 pabotsl [10]

HasBanue 3unayenne BDS-cratuctuky | 3HaueHHe IMoKa3aTems 3HaueHue
E Xepcra H nuk-dakropa P
CUY, nonyyeHHbIC HA OCHOBE HCCIC-
JlyeMbIX KBAHTOBBIX IIPOLIECCOB [0.15, 1.95] [0.46, 0.60] [3.3, 3.5]

Kax Bumno u3 puc. 1, 2, nocnenoBarensaocta CU,
MOJIyYCHHBIE Ha OCHOBE KBAHTOBBIX IIPOLIECCOB
n3 pabotel [10], ©UMEIOT CIOKHBEIN TITYMOTIOOOHETI
Buj. Takum 00pa3oM, HA KaYECTBEHHOM YPOBHE OHU
SIBJISIIOTCS OJM3KkuMH K Oenomy 1mymy. [losydeHHbIe
pe3ynbTaThl B IIEJIOM COBMAAalOT C M3BECTHBIMHU HC-
ciaeaoBanusmu [2, 5-9].

Jarnee mpoBezeM KOJIMYECTBEHHYIO OIEHKY ITOCIe-
noBatenbHOcTe CY, MONy4eHHBIX HA OCHOBE KBaH-
TOBBIX TporieccoB u3 padoTs! [10], ¢ mOMOIIBI0 HEKO-
TOPBIX U3 U3BECTHBIX METOJOB HEITMHEHHOW NWHAMU-
K{, IpUBeIeHHBIX B Ta0i. 1. Bosnee moapoOHO ¢ HUMHK
BO3MOYKHO 03HaKOMHTHCS B paboTtax [1, 3,4, 11-14].

BDS-cratuctuka ocHOBaHa Ha CTAaTUCTHYECKOM

Benmunae w(e):

S YN e A G2 GO

Gm,N(‘C")
rne C, () u C,,_, (&) — KOpPPEIAUMOHHBIE UHTE-
rpainsl, a o, () — CpeJHEKBagpaTHIECKOE OTKIIO-

HEHHE.
IToka3arenp Xepcrta [/ onuCHIBAE€TCS BBIPAXKECHHUEM,
MpeJICTaBICHHBIM (hopMyIIoit (2):

R/S=(c/2)", )

rie R — HOPMHPOBaHHBIA pa3Max BapHamuu (pas-
HOCTh MAaKCHMAaJIbHOTO M MHUHHUMAJILHOIO 3HAYECHUUN
HM3MEpSEeMOro TapaMerpa), S — CTaHJIapTHOE OTKIIO-
HeHUe (KOPEeHb KBAJPaTHBIN OT TUCIEPCHUH), T — IIe-
puoj (IuIrHA psaga) HAOIIOICHHA.

[Muk-(akrop curHAma BBIUMCIAETCS C ITOMOIIBIO
ClIeIyIOIero BoipaxkeHus (3):

p=—ma (3)

rae Uyg — MakCUMaJIbHOE 3HAa4eHHWE CUTHalla, o —
CPeIHEeKBaAPATHIHOE 3HAYCHHUE CUTHAIA.

B T1abn. 2 mpuBeneHBl paccUMTaHHBIC 3HAYCHHS
BDS-craructuku, mokasarens XepcTa u muk-haxropa
JUIA BPEMEHHBIX peanu3aluid MoceI0BaTeIbHOCTH
CY, mosrydeHHBIX Ha OCHOBE KBAaHTOBBIX IPOIIECCOB
u3 pabotsl [10].

Kak BumHO W3 Tabn. 2, BpeMEHHEIE pean3aluu
nocnenoBatensHocTelt CY, molyyeHHBIX Ha OCHOBE
KBaHTOBBIX TIpoIlecCoB m3 paboTsl [10], obmamaror
w(e) €[0.15,1.95].
CornacHo M3BEeCTHBIM HcciemoBanusM [3, 4, 11-13],
9TO yKa3blBa€T HA TO, YTO BPEMEHHBIE pealn3anuu
nocnenoBatensHocT CY, MONMy4YeHHBIX Ha OCHOBE
KBaHTOBBIX IponeccoB u3 pabotel [10], obmanmatoT
MOBBIIIIEHHON CKPBITHOCTBIO OT TOCTOPOHHETO Ha-
Omromarens, T.K. HUX 3HaueHWe BDS-cratucTtuku

sHaueHussMu  BDS-ctatuctuku

w(g)<1.96. Yka3aHHBII WHTEpPBAT ONPEAETSAET CHUT-
HaJbl, TOJ00HBIe Oenomy mymy. Takke u3 Tabm. 2
BHJIHO, YTO BPEMCHHBIEC PEATU3AINK TOCIEI0BATEIb-
Hoctu CY, MONy4YeHHBIX Ha OCHOBE KBAaHTOBBLIX IPO-
meccoB u3 padotsl [10], oOnanaroT 3HAYSHUSIMH TTOKA-
3arens Xepcra H e [0.46, 0.60], YTO TaK K€ yKa3blBa-
et [3, 4, 11-13] Ha To, uro Takue CH nog00HbI OenoMy
MIyMy, T.K. HaXOJIATCS OKOJIO 3HAYCHHUU ITOKA3aTes

HAVYYHOE ITPUBOPOCTPOEHMUE, 2024, Tom 34, Ne 4
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Xepcra H = 0.5. Takum o0pa3oM, IIOKazaTeslb XepcTa
TaKkKe YKa3blBaeT Ha TO, YTO TaKUE ITOCIEOBATEIb-
Hoct CY 007a7ar0T MOBBIMICHHOW CKPBITHOCTBHIO
0T TOCTOpOHHEro HaOmogarens. Kpome srtoro, naH-
HbIE U3 TabJ. 2 MOKAa3bIBAIOT, YTO BPEMEHHBIE pealu-
3auuu  mociegoBarenbHocTH  CY,  MONMy4eHHBIX
Ha OCHOBE KBaHTOBBIX IpolleccoB n3 paboTsl [10],
obnagaroT 3HaueHWeM mnuk-gpakTopa P e[3.3,3.5].

[TomyuenHsle 3HaUYEHWSI TOKA3bIBAIOT, YTO TaKWE TIO-
cnenoBarenbHocTH CU mpu cooTBeTCTBYIOLIEH anarn-
TaIMi MOTYT HAWTH NMPUMEHEHHUE TS MCIIONb30BaHUS
B COBPEMEHHBIX CHUCTEMax IepeAayd JaHHBIX, T.K.
o0nafaroT NpUeMIIEMBIM 3HAYCHHEM IHK-(aKkTopa
(P < 4). llonyuyeHHble pe3ysbTaThl B IEJIOM COBIaa-
0T C M3BECTHBIMU UCCaeA0oBaHuSIMU [2, 5-9].

3AK/IIOYEHHNE

Takum oOpa3zom, B TaHHOW paboOTe MPOBECHBI UC-
CIIEIOBAaHHUSA BpPEMEHHBIX peaju3aliii IoCie0Ba-
TenpHOCTH CY, MOJIy4eHHBIX HA OCHOBE KBAaHTOBBIX
npoueccoB. [lokazaHo, 4TO METOABI HENUHEHHON JIH-
HaMUKH HCHOJIB3YIOTCSI JOCTATOYHO PENKO ISl UC-
cienoBanus cBoiicTB Takux CY. Brlmonneno Mmoaenu-
poBanne mocnemoBatenbHocTH  CY, TOIXydeHHBIX
Ha OCHOBE KBAaHTOBBIX MpolueccoB u3 padotsl [10],
Y TIPOBEJICH KOJMYICCTBEHHO-KAUeCTBCHHBIN aHAIN3 €€
CBOMCTB C IMOMOIIBI0 BPEMEHHBIX M CIEKTPAIbHBIX
muarpamM, BDS-ctatmctukum, mokazatens Xepcra
U nukK-pakTopa. B pe3ynbrare MpoOBENCHHBIX HCCIIE-
JIOBaHUW yCTAHOBIIEHO, YTO BPEMEHHEIE pean3alliu
nocinenoBaTenbHocTH CY, MONYYEHHBIX HA OCHOBE
KBaHTOBBIX TIpoIlecCoB w3 padotel [10], obmamaror
MOBBIIICHHON CKPBITHOCTBIO OT IOCTOPOHHETO Ha-
OJroaresns U SBISIFOTCS TOCTATOYHO OJM3KUMU K Oe-
gomy mymy. KpoMe atoro, mokazaHo, 4To Takue Io-
cnenoBarenbHocTH CU mpu coOTBETCTBYIOLIEH anar-
Tald MOTYT HAWTH NMIPUMEHEHUE VIS UCIIOh30BAHUS
B COBPEMEHHBIX CHUCTeMax mepenayu JaHHbIX. [lomy-
YeHHBIE PE3yJbTAaThl B ILIEJIOM COBMANAIOT C HM3BECT-
HBIMHU HCCIIeIOBaHMAMU [2, 5-9].

OCHOBBIBaSICH Ha MOJYYCHHBIX PE3yJIBTATAX, aBTOP
CUUTAET NEPCIEKTUBHBIM HCIIOJIb30BaTh TAKHE MOCIIE-
noBatenbHOCTH CY HE TONBKO I CUCTEM KPHUITO-
rpaduyeckor 3amUTH HHPOPMALINK, HO U I COBpe-
MEHHBIX CHCTEM Iepeaaur JaHHeIX. Kpome Toro, mep-
CIIEKTHBHBIM BHIUTCS OOJiee IHPOKOE BHEAPEHUE
METO/IOB HEIMHEHHOW NMHAMHKHU JIS HCCICIOBAHUS
cBoifcTB paznmuunHbix TUnoB CY u [1CY.

CIIMCOK JIMTEPATYPbI

1. Cyxapes E.M., ped. OOuecuCTEeMHbIE BOMPOCHI 3aIIUThI
naopmanun. KonnekruBnas monorpadms. Ku. 1. M.:
Papuorexnuka, 2003. 292 c.

HAVYYHOE [NIPUBOPOCTPOEHMUE, 2024, Tom 34, Ne 4

10.

11.

12.

107

. Ilempenxo A.A., Kosanes A.B., byepos B.E. I'enepanus

CIly4ailHBIX YHCENl C MCIIOJb30BAaHHEM MacCHBa CBS3aH-
HBIX JIa3ePOB Ha OCHOBE MHUKPOCTOJIOUKOB C KBAaHTOBBIMU
Toukamu // HaydHO-TeXHHYECKHI BECTHHK HH(}OpManu-
OHHBIX TEXHOJIOTHH, MexaHuku u ontuku. 2021. T. 21,
Ne 6. C. 962-968. DOI: 10.17586/2226-1494-2021-21-6-
962-968

. I'aspuwes A.A., Ocunos /[.JI. Iloctpoenne 06001IEHHOTO

KpUTCPHUSA OLICHKU KaueCTBa KpHHTOCTOﬁKHX KOOOBBIX ITIO-
CIIeIOBaTEIBHOCTEHN, UCIIOIB3YEMBIX B 3aIUIICHHBIX Oec-
NPOBOJHBIX cucTeMax cBsizu // Hay4yHoe mpuGopoctpoe-
aue. 2023. T. 33, Ne 4. C. 111-118.

URL: http://iairas.ru/mag/2023/abst4.php#abst1 1

. I'aspuwes A.A. MopgenupoBaHue | KOJWYECTBEHHO-

KauyeCTBEHHBIM aHaIu3 PacnpoOCTpaHCHHBIX 3alIUIICHHBIX
cucreM cBszu // [puknagnas uadopmaruka. 2018. T. 13,
Ne 5 (77). C. 84-122. URL:

http://www .appliedinformatics.ru/r/articles/article/index.p
hp?article_id 4=2300

. Opnoe M.A., Heuaes K.A., Pe3nuuenxo C.A. OneHka cra-

TUCTUYECKUX CBOWCTB M KPHUIITOrpapuuecKod CTOWKOCTH
CITy4allHBIX MOCTE0BATENbHOCTEH, MOTYyYCHHBIX KBAHTO-
BbIM KomiibtoTepoM IBM // BesomacHocth uH(OpMarm-
OHHBIX TexHonorui. 2023. Ne 1. C. 14-26.

DOI: 10.26583/bit.2023.1.01

. banvieun KA., 3aiiyes B.U., Knumos A.H., Kynux C.II.,

Monomkoe C.H. KBaHTOBBII TeHEpaTOp CIIyYaWHBIX UH-
cell, OCHOBaHHBIN Ha ITyaCCOHOBCKOH cTaTtuctuke (orto-
OTCYETOB, CO CKOpocThio okosio 100 M6wut/c // KITO.
2018. T. 153, Ne 6. C. 879-894.

DOI: 10.7868/S0044451018060044

. Apxancenvcxasa A.B. llocTpoeHue BBICOKOCKOPOCTHBIX

KBAaHTOBBIX I'€HEPATOPOB CIy4YailHbIX YMCENl AT CHUCTEM
3amuThl HHGopManuu. ABToped. IuC. ...KaHA. TeXH. Ha-
yk. 2008. 17 c.

. Kravtsov K.S., Kulik S.P., Radchenko 1.V. Quantum ran-

dom number generator / Martem. Bomp. kpunrorp. 2016.
T.7,Ne2.C.111-114. DOI: 10.4213/mvk188

. Aguirre S., Arango-Montoya J.D., Jaramillo-Duque D.,

Meéndez J.F., Morales-Durdan N., Restrepo M. A quantum
random number generator implementation with polarized
photons // Emergent Scientist. 2017. Vol. 1, no. 2. 8 p.
DOI: 10.1051/emsci/2017002

Miszczak J.A. Employing online quantum random number
generators for generating truly random quantum states in
Mathematica / Computer Physics Communications. 2013.
Vol. 184, iss. 1. P. 257-258. DOI: 10.1016/j.cpc.2012.08.012
Taspuwes A.A. K Bonpocy 00 HCIIOIB30BAHUH THIIEPXAO0-
THYECKUX CUTHAJIOB JJIsS Iepeladdl JaHHBIX B CHCTEMax
panuocssizu // Hayunoe mpubGopoctpoenue. 2023. T. 33,
Ne 2. C. 62-74.

URL: http://iairas.ru/mag/2023/abst2.php#abst6
TI'aspuwes A.A., Ocunog¢ J.JI. OueHka CKpbITHOCTU
OFDM-curnanoB, ocnoBanHeix Ha BPSK wmomymsmum,
C TIOMOMIBIO METOAOB HeNMrHeHHo! auHamuku // T-Comm:
Tenexommynukamuun u Tpancmopt. 2022. T. 16, Ne 9.
C. 13-19. URL: https://cyberleninka.ru/article/n/otsenka-
skrytnosti-ofdm-signalov-osnovannyh-na-bpsk-
modulyatsii-s-pomoschyu-metodov-nelineynoy-dinamiki



108

A. A.TABPUIIIEB

13. I'aspuwies A.A., I'aspuwes A.H. K Bompocy o pacuere

3HAUEHHWH NHK-(PAKTOpa CUTHAJOB, TCHEPUPYEMBIX pac-
IPOCTPAHEHHBIMH CKPBITHBIMHU CHCTeMaMH cBsizu // Bect-
auk HOBXJ. 2020. Ne 3 (45). C. 149-157. URL:
https://ncbgd.tatarstan.ru/rus/file/pub/pub_2478119.pdf

14. I'aspuwies A.A., Ocunos /[.JI. AHanu3 CBOICTB CBEPXIIMPO-

15.

KOMOJIOCHBIX CHUTHAJIOB, BJIMSIONINX Ha CKPBITHOCTh M Ha-
JEeKHOCTD Tepeladd ITaHHBIX B CHCTEMax pajuoCBs3u //
Hayunoe npu6opoctpoenue. 2024. T. 34, Ne 2. C. 112-
120. URL: http://iairas.ru/mag/2024/abst2.php#abst11
QRNGHuBerlinTest. URL:
https://github.com/SeppPenner/QRNGHuBerlinTest?yscli
d=m1himeb6rq277959768

Mockoeckuii zocvoapcmeeHHblil TUH2GUCMUYECKIULTL
yHuugepcumem, Mockea

Konrakrer: [ aspuwies Anexceii Anopeesuu,
alexxx.2008@inbox.ru

Martepuan noctynui B peaakuuio 17.09.2024

HAVYYHOE ITPUBOPOCTPOEHMUE, 2024, Tom 34, Ne 4



ISSN 0868-5886 NAUCHNOE PRIBOROSTROENIE, 2024, Vol. 34, No. 4, pp. 104—110

EVALUATION OF THE PROPERTIES OF A SEQUENCE OF RANDOM
NUMBERS OBTAINED ON THE BASIS OF QUANTUM PROCESSES
USING NONLINEAR DYNAMICS METHODS

A. A. Gavrishev

MSLU, Moscow, Russia

It is known from the literature that many of the existing algorithms for generating random numbers or pseu-
dorandom sequences are not able to fully provide the required level of security, which was the key reason for
the development of random number generators or pseudorandom sequences based on new principles. Studies of
time realizations of random numbers obtained on the basis of quantum processes have been carried out. It is
shown that the methods of nonlinear dynamics are rarely used to study the properties of such random numbers.
The simulation of a sequence of random numbers obtained on the basis of quantum processes is carried out, and
a quantitative and qualitative analysis of their properties using methods of nonlinear dynamics is carried out. It
has been revealed that the time realizations of random numbers obtained on the basis of quantum processes have
increased stealth from an outside observer and are quite close to white noise. It is indicated that such random
numbers, after appropriate adaptation, can find application for use in modern data transmission systems since
they have an acceptable peak factor value.
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INTRODUCTION

The rapid digitalization of society and the econo-
my plays a primary role in increasing the demand for
advanced security of information transmission, which
serves as an additional incentive for the development
of cryptography and covert communication systems. It
is known [1-4] that to convert transmitted data into
a form that is inaccessible to an unauthorized user,
some primary states created by random number gene-
rators (RNG) and pseudo-random sequences (PRS)
are used as initial data. Based on this, the security of
data transmission is determined primarily by the
quality of the generated RN and PRS. A lot of the ex-
isting algorithms for generating RN or PRS are not
able to fully ensure the required level of safety, which
is the key reason for the development of RN and PRS
generators using new principles [1-9], e.g., based on
chaotic signals, based on quantum generators, etc.

In recent years, one of the greatest interests among
specialists has been research in the field of creating
RN and PRS generators, the work of which is based
on quantum processes [2, 5-9]. The high level of in-
ternal uncertainty of these processes allows the gener-
ation of uncorrelated random bits of large length to be
supported. Numerous designs of such generators are
known, described in various sources [2, 5-9] and ref-
erence lists to them: based on the record of the detec-
tion time of single photons, the distribution of the
number of single photons, the record of phase noise,
and many others.

One of the important questions in these conditions
is the question related to the methods of studying the
properties of RN and PRS obtained on the basis of
quantum processes. Literature analysis shows [2, 5-9]
that for the study of RN and PRS properties derived
from quantum processes, the following methods are
usually used: time and spectral diagrams, autocorrela-
tion function, study of the distribution law, number
and length of code structures, NIST statistical tests,
DieHard, and several others. As you can see, re-
searchers mainly use a standard set of known me-
thods. In this work, the authors want to expand the set
of such methods and assess the properties of RN and
PRS obtained on the basis of quantum processes using
methods of nonlinear dynamics. These methods have
proven themselves quite well in the previous works of
the authors, for example, [3, 4, 11-14] but have not
been widely used in this field.

The purpose of this article is to model the RN se-
quence obtained on the basis of quantum processes
and their quantitative and qualitative analysis using
nonlinear dynamics methods.

RESEARCH PART

We simulate the RN sequence obtained on the ba-
sis of quantum processes. To generate such numbers,

as an example, let us turn to [10]. This work describes
a quantum RN generator, based on quantum randomness
of time of arrival photons. The main characteristics of
this RN generator are the high speed of generating
sequences and a high degree of their randomness,
which opens perspective for using it in cryptographic
information protection systems.

Using special software located on the resource
[15], the authors generated 100 different RN se-
quences described in [10]. An example of the result-
ing time implementation is shown in Fig. 1. Other
time implementations are similar.

Fig. 1. Time implementation of the sequence of RN
obtained on the basis of quantum processes, as shown
in [10]

Fig. 2 shows an example of a spectral diagram of
the RN sequence obtained based on quantum
processes from [10], corresponding to Fig. 1. Other
obtained spectral diagrams have a similar appearance.

Fig. 2. Spectral diagram of the sequence of RN ob-
tained on the basis of quantum processes from the
work [10]

As can be seen from Figs. 1, 2, the RN sequences
obtained on the basis of quantum processes from work
[10], have a complex noise-like appearance. Thus, on
a qualitative level, they are close to white noise. The
results obtained generally coincide with the known
studies [2, 5-9].

Next, we quantify the RN sequences obtained on
the basis of quantum processes from the work [10]
using some of the well-known methods of nonlinear
dynamics given in Tab. 1. You can learn more about
themin [1, 3, 4, 11-14].

Tab. 1. Some of the methods of nonlinear dynamics
used to assess the properties of RN obtained based on
quantum processes from work [10]

BDS statistics are based on the statistical value:

N e XA PN LS
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where C, \(¢) and C, ,_, (&) are the correlation inte-
grals and o, , (¢) is the standard deviation.



The Hurst exponent H is described by the expres-
sion represented by formula (2):

RIS=(c/2)", @)

where R is the normalized range of variation (the dif-
ference between the maximum and minimum values
of the measured parameter), S — the standard devia-
tion (square root of the variance), r — the period (row
length) of observations.

The peak factor of the signal is calculated using the
following expression (3):

P — max s (3)

where Uy, is the maximum value of the signal, o is
the mean square value of the signal.

Tab. 2 shows the calculated values of BDS statis-
tics, Hurst index, and peak factor for time implemen-
tations of the RN sequence obtained on the basis of
quantum processes from the work [10].

Tab. 2. Calculated values of BDS statistics w(g),

Hurst H index, and peak factor P of time realizations
of RN obtained on the basis of quantum processes
from the work [10]

As can be seen from Tab. 2, the time realizations
of the RN sequences obtained on the basis of quantum
processes from the work [10] have the values of BDS

statistics  w(g)€[0.15,1.95]. According to known
studies [3, 4, 11-13], this indicates that the time reali-
zations of the RN sequences obtained on the basis of
quantum processes from the work [10] have an in-
creased secrecy from an outside observer, since their
BDS statistics value is w(g)<1.96. This interval de-

fines signals similar to white noise. It can also be seen
from Tab. 2 that the time realizations of the RN se-
quence obtained on the basis of quantum processes
from the work [10] have the values of the Hurst index

He[0.46, 0.60], which also indicates [3, 4, 11-13]

that such RNs are similar to white noise, since they
are close to the Hurst index value H =~ 0.5. Thus, the
Hurst index also indicates that such sequences of RN
have an increased stealth from an outside observer. In
addition, the data from Tab. 2 show that the time rea-
lizations of the RN sequence obtained based on quan-
tum processes from [10], have a peak factor
value Pe[3.3,3.5]. The obtained values reveal that

such RN sequences, with appropriate adaptation, can
be used in modern data transmission systems since
they have an acceptable peak factor value
(P < 4). The results obtained generally coincide with
the known studies [2, 5-9].

CONCLUSION

Thus, in this work, studies of time implementations
of the RN sequence obtained on the basis of quantum
processes were carried out. It has been shown that
nonlinear dynamics methods are rarely used to study
the properties of such RN. The sequence of RN ob-
tained based on quantum processes from work [10],
and a quantitative and qualitative analysis of its prop-
erties was carried out using time and spectral dia-
grams, BDS statistics, the Hurst index and the peak
factor. As a result of the studies, it was found that the
time implementations of the RN sequence obtained on
the basis of quantum processes from the work [10]
have an increased secrecy from extraneous observers
and are reasonably close to white noise. In addition, it
is shown that such RN sequences with appropriate
adaptation can be used in modern data transmission
systems. The results obtained generally coincide with
the known studies [2, 5-9].

Based on the results obtained, the author considers
it promising to use such RN sequences not only for
cryptographic information protection systems but also
for modern data transmission systems. In addition, the
wider introduction of nonlinear dynamics methods for
studying the properties of various types of RN and
PRS seems promising.



