ISSN 0868-5886

HAYYHOE IIPUEOPOCTPOEHHE, 2024, mom 34, Ne 2, c. 112—120

NHO®OPMATUKA, BBIYNCJ/IUTEJIBHASA
TEXHUKA U YIIPABJIEHUE

VIIK 621.391

© A. A.T'aBpumes, . JI. Ocunos, 2024

AHAJIN3 CBOMCTB CBEPXIINPOKOIIOJIOCHBIX CUI'HAJIOB,
BJIMAIOIINX HA CKPBITHOCTHb N HAJEXHOCTDH IIEPEJAYHN
JAHHBIX B CUCTEMAX PA/IMOCBA3HU

[TpoBenen anamM3 MUCTIOIBL30BAHMS TTOCIIEIOBATEIBHOCTEN CBEpXIIMPOKOnoiocHbIX curHaioB (CLIIIC), chopmupo-
BaHHBIX Ha ocHoBe BPSK-Momymsiium amst o6ecrniedeHust CKpHITHOCTH M HaJIS)KHOCTH NIepeladyl TaHHBIX B CHCTEMax
panuoces3u. [IpoBeneHa orieHKa UX CBOWCTB ¢ IOMOIIBIO NIoKa3aresield BDS-cratuctuku u nuk-dakropa. B pesyib-
TaTe MPOBEJCHHBIX UCCIIEIOBAaHNI YCTAaHOBJIEHO, YTO JUIsS BBIOPAHHBIX YCJIOBUH MCCIEIOBAaHMS B IIEJIOM IOJIXOJIS-
MU aBistoTes nocneaosarenbHocTu CHITIC, ocHOBaHHBIC Ha pellleHUuu ypaBHeHHs Diinepa — Jlarpanxka, Xxapak-
TEpU3YOLIHEcs] OONbIIEH CKPBITHOCTHIO OT MOCTOPOHHETr0 HAOIIOJATENsl, YeM JIpyTUe UCCieOBaHHbIC MOCIIEeI0Ba-
tenpHOCTH CIITIC. Tak ke moka3aHo, 4To Bce mccnenyemble mocuenoarenpHocTr CIITIC obmamaroT mpuemie-
MBIM 3HaueHHeM NHK-pakTopa. OtMedeHo, uro nocienoparenbHoctd CIIIIC, mocTpoeHHBIE HA OCHOBE HIHPOKO
UCIIONIb3yEMBIX UMITYJIbCOB, HAIlPIMEP MOHOUMKIIBI ['aycca, a Takke CTaHAapTU3UPOBAHHBIE CUCTEMBI PaHOCBSI3H,
HE TTO3BOJISIIOT B TIOJIHOW Mepe 00eCIedYHnTh CKPBITHOCTh Iepeaull JJaHHBIX B CUCTEMax PaJnOCBsI3H, MMOITOMY HX
Herenecoo0pa3no ucnonb3oBath B CIIIIC-cucTemMax pajriocBsi3u C BBICOKMUMH TPEOOBAHHUSMHU 1O OOCCIICYCHUIO
CKPBITHOCTH TIepeJayl AaHHbIX. [[poBeeHHbIE HCCIIe0BaHMUS MO3BOJIMIIN JONOIHUTE 3HAHHUS O TOCIIe]0BATEIbHO-

crsix CIUTIC ayis oGecriedeHnst CKPBITHOM M HAJC)KHOW Tepeiadyr JaHHBIX B CUCTEMAaX PaldOCBS3H.

Kn. cn.: CBEPXIINPOKOIIOJIOCHBIE CUTHAJIBI, CUCTEMBI CBA3U, CKPBITHOCTH, HAIC)KHOCTD

BBEAEHUE

CucteMbl PagvoCBsI3M HA OCHOBE CBEPXIIMPOKO-
nosiocHeIx curHanoB (CHIIIC) sBrnsarorcs mepcrnek-
TUBHBIM HAalpaBJICHUEM Pa3BUTUS OeCHpPOBOAHOM
nepesadn JaHHBIX Ha Majble paccrosHua. K ux moc-
TOMHCTBaM CJIelyeT OTHECTH HH3KOE SHEprornoTped-
JIEHWE, OTHOCUTENBHYIO MPOCTOTY MOCTPOCHMS amma-
paTypbl B BBICOKYIO 3(()EKTHBHOCTDh HCIIOIH30BAHUS
cnektpa. CHIIIC-cucteMbl paguocBsI3u MpeCTaBIIs-
10T OOJNBIIONW MHTEpeC I pa3pabOTUMKOB M MPOH3-
BOJUTEJIEH TEIEKOMMYHUKALIMOHHOTO 000pY10BaHUs,
MOCKOJIbKY MO3BOJISIOT paboTaTh Ha OE3JUIICH3UOH-
HOW OCHOBE, a OCOOEHHOCTH TIepeaBaeMbIX CHTHAJIOB
MOJIpa3yMeBalOT OTCYTCTBHE MOIIHBIX YCHIUTENEH
M CIIOKHBIX KOMITOHEHTOB 00pabOTKH CHUTHAJIOB B CO-
CTaBe MpHEMO-TNepeaarolux KomiuiekcoB. [lo cpas-
HEHUI0O C Yy3komosocHeiMu cuctemamu  CIHLIIC-
cUcTeMBbl OoJiee YCIEUIHO PEIlA0T 3aJayd IOBBIIIe-
HUSI CKOPOCTH M CKPBITHOCTH IIepesiadu JaHHbIX. Pea-
JIu3anys JaHHBIX NMPEHMYLIECTB MOApa3yMeBaeT pas-
paboTKy 0coObIX MeTOZOB (GopMupoBaHus, 00paboT-
KW, TIepefiady ¥ mpreMa curaaios [1, 2].

Bmecre ¢ TemM BompocaM OLIEHKH CKPBITHOCTH
CHIIC-crucTreM pamnoCBs3u YIEICHO HEAOCTATOYHO
BHUMaHUs. 3BecTHO [3—10], 4TO CKPBITHOCTH paauo-
CHUTHAJIOB TO3BOJISIET MPOTHBOCTOSNTH HUX OOHapyKe-
HHUIO U U3MEPEHMIO X IapaMmeTpoB, oOecreunBas Ta-

KM 00pa3oM, 3alluTy OT HECaHKIIMOHHUPOBAHHOTO
nocrymna. Tak, B pabdore [3] yka3zaHo, 4TO y3KOIOJIOC-
Hble, mmpokomnosocHbie curHansl U CLIIIC wnmeror
Pa3IUYHYIO MIUPHUHY CHEKTPa, YTO BIUSCT HA BEPOSIT-
HOCTh WX OOHapy’>KeHHs C TIOMOIIBIO CPEICTB Paguo-
pasBeku — d4eM OoJibllie IIMpPUHA CIIEKTpa Hepena-
BacMOr0 CHTHaia, TeM TpyJHee ero OOHapy>KUTh
W, COOTBETCTBEHHO, BBIIIE €ro CKPBITHOCTH. [IpoBe-
JICHHbIE MCCIIEI0OBaHMs MMOKa3bIBAIOT, YTO IMOCIJIE0BA-
tenpHOCTH CIUIIC 0OnagaroT HauboNBIIEH CKPBITHO-
CTbIO TI0 DHEPreTHMUYECKUM II0Ka3aTelsiM IO CpaBHE-
HUIO C Y3KOIIOJIOCHBIMH W ITUPOKOTIONIOCHBIMH CHUTHA-
namu. B paborax [4—6] mpOBEICHBI HCCIIEIOBAHUS
CLUTIC no xpuTepusM, XapaKTepU3YIOLUIUM HX JHEp-
TeTHYECKUE XapaKTePUCTHKH, CKPBHITHOCTh Tepemaadn
uHpopmaruu u HekoTtopsle apyrue. Ilokasano, uTo
BO3MOKHA OINTUMU3AIMS OIPENEJIEHHOr0 THMA TI0-
CJIEZIOBATEIBHOCTH CUTHAJIOB, MO3BOJISIONIAS YIIyd-
IUTH OTMEYEHHBIE BBIIIE I[TOKA3aTeNd KadecTBa.
B pabote [7] npoBeneHO YHCIEHHOE MOJISIUPOBAHUE
CLUTIC-cucTemMbl paHOCBS3N C PACIIUPEHUEM CIEK-
Tpa. MccnenoBaHbl crieKTpalibHbIE U KOPPEISIIHOHHBIC
XapaKkTEepUCTUKU TIepelaBaeMbIX B KaHalle CBS3U
CIUIIC. ITomyueHHble pe3yiabTaThl MOKAa3bIBAIOT, YTO
nepegaBaeMble B KaHaJIe CBS3M CUTHAIBI 10 DHEpre-
TUYECKHUM TOKa3aTeNsiM UMEIOT BU, CXOXKHN C (BIyK-
TYallMOHHBIM IITyMOM, YTO CBUAETEIbCTBYET O HU3KOMU
BEpPOSATHOCTH WX mepexsaTta. B pabote [8] paccmoTtpe-
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Ho npumenenue CIIIIC qig nucTaHIMOHHOTO yIpaB-
JIeHUsI POOOTOTEXHUUYECKUMH KOMIUIeKcaMu. [IpuBo-
JIATCSL PE3yNIbTaThl SKCIIEPUMEHTA 110 OIEHKE CKPBIT-
Hoctu nepeaaBaembix CIUIIC B adupe, nposeneHHO-
TO C MOMOIIBIO aHain3aTopa cnekrpa. Ilokasano, 4To
MpU yJaJIeHWN aHaJIN3aTopa CIEKTpa Ha pacCTOsSHUE
Oosee 3 M OT aHTCHHBI MIPHUEMOTICpEIaTINKA TIepeIa-
Baemble CILIIC ne oOnapysxuBatoTcsa. B pabore [9]
YTBEPXKAAETCS, YTO aTakd Ha CTaHIApTU3WPOBAaHHBIE
CILIIC-cucTemMsbl paguocBs3u Ha (U3MYECKOM YPOBHE
MOTYT TO3BOJIUTH 3JIOYMBIIUIEHHUKAM IOJIEIBIBATh
nepegaBaeMble JaHHbIE. Takue aTakd MOTYT TO3BO-
JUTHh 3JIOYMBIIUIGHHUKAaM COBEpLIaTh pa3iMyHbIC
IIPOTHUBOIIPaBHBIE JEHCTBUA C yCTPOIICTBaMH, B KOTO-
pBIX HCIONB3YIOTCS cTraHAapTusupoBanHsle CIIIIC-
CUCTEMBI pafunocBssu. [Ipemnoxen moaxo/ Mo MOBBI-
IIEHUI0 CTPYKTYPHOH CKPBITHOCTH TIepelaBaeMbIX
CHIIIC. OtMmeueHo, 4TO Aake MpH TEepexBaTe Imepe-
naBaeMbix CILIIC 310yMBIIUIEHHUK HE CMOXET pac-
KpPBITh CTPYKTYpY TI€pEaBaeMbIX CUTHAJIOB U3-3a
WCTIOJB30BAHMS TPEUIOKEHHOTO moaxona. B pabore
[10] mpencraBieH OAMH W3 MOAXOIOB K OLEHKE
ckpeiTHOCTH TiepenaBaembix  CLITIC, ocHoBaHHETI
Ha TIOKa3aTelie paBHOMEpPHOCTH crekTpa. OTMmeueHo,
YTO COBEpIICHHbIE TI0 [I0Ka3aTeNi0 CKPBITHOCTH
CILIIC nomkHBI 00NagaTh PAaBHOMEPHBIM CIIEKTPOM,
O5M3KUM 110 popMe K MPSIMOYTOJILHUKY.

Kak BuiHO M3 IpHUBEIEHHBIX TaHHBIX, B M3BECTHON
mutepatype no CIIIIC-cucremam paavocBsizu Hau-
0ojee 4acTo I OLEHKH WX CKPBITHOCTH HCIIONB3Y-
I0TCSI METO/Ibl, OCHOBaHHBIE Ha SHEPTeTHUECKUX MOKa-
3aTeNsX. YKa3zaHHbIE METOMBI, XOTA U SBJISIOTCS Hau-
0oJiee 4acTO MCIONB3YEeMBIMH JIJISl OIIEHKH CKPBITHO-
CTH Pa3UYHBIX TUIOB PAJMOCHUTHAIIOB, OJHAKO OHHU
o0namaroT psAAoM HemocTaTtkoB. Tak, m3BectHo [11-
13], uTO SHepreTuyecKHue MOKAa3aTENIU MOTYT JaBaTh
3aHWKEHHBIE OIICHKH CKPBITHOCTH PaJHOCUTHAJIOB.
Hcxonst U3 3TOro, akTyalbHBIM SIBISETCS OLICHKA
ckpeiTHocTH CHITIC ¢ moMompio anbTepHATUBHBIX
METOJIOB OIIEHKH CKPBITHOCTH, HAIpHUMEp METOIIOB
Ha OCHOBE HEJIMHEHHOU quHamMuku u ap. [11-13].

Kpome »storo, B omyOnmKoOBaHHBIX paboTax He
YAENEHO JIOCTaTOYHO BHUMAHHSA HEKOTOPBIM BOIpPO-
cam orenku HaaexkHoctu CILIIC-cuctem pammnocss-
31, B YaCTHOCTHU OLIEHKE MHK-(pakTopa nepeaaBacMbIX
CILIIC xak ogHOTO W3 TOKa3aTeleill HaJeKHOCTH.
W3BectHO [14—17], 4TO yBENMUYEHHOE 3HAYCHUE MHK-
(akTOpa HEraTMBHO BIHSIET HAa MOMEXO0YCTOWYHBOCTh
U DHEpPreTuieckyo 3¢ (EeKTUBHOCTh pauoIepeato-
niero ycrpoiicrsa. Tak, B myonukamusx [1, 2, 18] yka-
3aHO, YTO HOPMAaTHUBHBIE TPEOOBAHHA B Pa3TMIHBIX
CTpaHaxX HAaKJaJAbIBAIOT OIPaHUYEHUs Ha MCII0JIb30Ba-
aue CIIIIC-cucrem paamocBszn. OTMEYEHO, HYTO
nuk-¢pakrop CHITIC wurpaer BaKHYIO pOb B TaKHUX
CHUCTEMax paJuOCBSI3M M MOXET OKa3blBaTh 3HAUU-
TEIbHOE BIIMSHUE HA JHEPreTHYecKyr dddexTus-
HOCTh pajuornepenaronero ycrpoicrea. B [19] yka-
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3ano, yro CHIIIC, ucnonb3yembie B pa3IUuyHbIX Mpak-
TUYECKUX MPUIOKCHUSIX, HAIPUMEDP B PaTUOJIOKAIINH,
MOTYT 00JIafaTh OOJBIINM THK-(PaKTOPOM H HaKIa-
JIBIBATh HEKOTOPbIC OTPAHWYCHUS Ha PabOTy TaKUX
ycrpoiicTB. Micxoms u3 3Toro, pa3paboTdyukaM U IMpo-
W3BOAMTEISM TAaKUX CHCTEM PaJIMOCBSI3U HEOOXOAMMO
obparmmarh OoJiee prUCTaIbHOE BHUMAaHUE Ha XapaKTe-
puctuku ucnonb3yembix CILIIC, B Tom umcie Ha dop-
my CHUTIC u ux nuk-hakTop.

TakuM 00pa3oM, MOXKHO YTBEP)KAATh, YTO HUCCIEIO-
Banue nuk-aktopa CIHITIC kak omHOro M3 mokasare-
neit Hapexunoctu CHIIIC-cucremM pannocBsizu SIBISETCS
aKTyaJIbHBIM U TpeOyeT abHEHIIeH TpopadoTKH.

Llenpro cTaThu SBNISETCS OICHKA CBOMCTB IOCIE-
nmosarenbHocTedt CLUTIC mis oGecrieueHust CKPBITHOM
¥ HAJIC)KHOW TIepenayn JaHHBIX B CHCTEMax pajauo-
CBSI3M C IOMOINBIO mnoka3zateieli BDS-cratuctukn
U MUK-(paKTopa.

OCHOBHASA YACTb

HcciienoBaresibckas 4acThb

Uszeectho [20], uro popma CIIIIC oka3biBaeT Cy-
IIECTBEHHOE BJIHMSHHE Ha XapaKTEPUCTHKU CHCTEM
PaauoCBsI3U, B KOTOPBIX OHU UCMOINB3ytoTcs. CoBpe-
MCHHBIC WCCIICIOBAHUsS, IIOCBAIICHHBIC BOIPOCAM
¢dopmupoBanus CLIIIC, B OoNbIIMHCTBE ClyyacB
MPUMEHSIOT B KauecTBE 0A30BBIX MOHOUMITYJIBCHI | a-
ycca ¥ ux npousBoausie [1, 2, 21, 22]. Kpome storo,
TaKkkK€ AaKTUBHO WCIOJB3YIOTCS UMITYJIBCH Panes
W UMITYJIECHI Ha ocHOBe QyHKuui Jlareppa [1, 2], um-
MyJbCHl Ha OCHOBE mOIMHOMOB Jlexxammpa [23, 24]
¥ HEKOTOpHBIC aApyrue. Taxke B psmae padoT mpesara-
ercs OobIoe KoaudecTBO HOBBIX kiaccoB CIHIIIC,
HaIMpuUMep UMITYJIECH Ha OCHOBE PEIICHUS YPaBHEHUS
Oitnepa — Jlarpanxa [4—6], Ha OCHOBE XaOTHUYECKUX
CUTHAJIOB [25, 26], UMIyJIbCHI, OMUCAaHHBIC CTaHAAp-
tom IEEE 802.15.4 [27], u mHOTHE ApyTHe.

Jlist ipoBeieHUsT WCCIIENOBaHUN aBTOpaMU OBLTH
otoOpansb! cnenyromue Buabl CLIIC, npuBeneHHbIC
B Tabu. 1.

Jns nepepaun nHMGOpMAIUN HEOOXOAMMO OMEpPH-
pOBaTh MOTOKOM JaHHBIX, TPEICTABICHHBIM B BHIIC
nocienoBaTenbHocTH  uMmyiabcoB CIHIIC [28-30].
ITox mocnenosarensHOCTEIO CIIIIC 00BIYHO ITOHH-
MaeTCsI COBOKYITHOCTh MMITYILCOB (cM. Tab:. 1), pac-
MOJIOKEHHBIX HAa HEKOTOPOM KOHEYHOM HHTEpBaje
BpEMEHH, paccMaTpuBacMasi KaK COCTaBHOW CHUTHAIL.
B obmem cimyuae mpocTeWmmMii BuA TeperaBaeMoi
nocienoBatenpHoctd  CLIIIC BO3MOXHO 3amucaTh
ciexyromuM oopazom [28-30]:

N-1

S, (6.1, T) =Y s[t—t,— (k= )T, (1)

k=0

TJIe {) — BpeMs IPUX0/1a MOCIIeI0BaTeIbHOCTH; 1 —
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Taba. 1. Oro6pannsie Buasl CIITIC
Hcrounuk

Bpemennds nuarpamma

HazBanne

[27]

Nmnynec,
OIMMCaHHBIN
CTaHJIapTOM
IEEE
802.15.4

[1,2, 20, 22]

Mono1nukn
l'aycca pas-
JIMYHOTO T10-
psIKa

[23, 24]

Nmiynbebl
Ha OCHOBE
MOJTMHOMOB
Jlexxannpa

[4-6]

My nbebl
Ha OCHOBE /
peureHus ’

ypaBHEHHs

Diinepa — '

Jlarpanska e
\J

SIBJSTIOTCSL  CJICAYTOIIMe BHIBI Moxyismuu [28-30]:
aMIUTUTY THO-UMIyJbcHass Moxnyisius (PAM-mony-
UMIYJILCOB B IIOCJIENOBATENLHOCTH, i — IapaMeTp, JISALUs), HO3UIUOHHO-UMITyIbCcHass Moaysinus (PPM-
ONpPENENSIOUN TOUKY II0CIE0BATENLHOCTH, C KOTO-  MOMyJsuus), aBonyuHas (asosas monynsamus (BPSK-
poif cBsi3aHO Bpemsi ee mpuxona; s(f) — onmceiBaeT — MOAyisuMsA). Kaxkias U3 HUX UMEET CBOM JOCTOMHCT-
BPEMEHHYI0 ()OpMY OJIMHOYHOTO CHUTHAJIA. Ba W HeIOoCTaTKU. B kagecTBe 0a30BOI aBTOpaMu OBI-
B nacrosmee Bpems B CIIIIC-cuctemax pammo- J1a BeiOpana BPSK-monysums.
CBS3M OJIHUMHU M3 HaWOOJiee YacTO HCIOJIb3YEeMbIX

nepuox cienoBanust CHIIIC; & — mopsaxoBsIii HO-
mep CLUIIC, HaunHaromutics ¢ 0; N — oOriee uucio
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Puc. Metong BPSK-momymsimm st CLITIC-cuctem paanocBssu [28].
a — HEeMO/yJIMPOBaHHAsI MTOCIIEA0BATENLHOCTD, 0 — MOYJIUPOBaHHAS TOCIEOBATEIHHOCTh

[Ipu BPSK-momynsmuu 11l mepenay UCIoib3y-
I0TCSL Ba TUIA UMIYJbCOB [28—30]: mpsiMoil M WH-
BEpPCHBIM, T.€. CABUHYTBIA OTHOCHUTEIBHO MPSIMOTO
ummyibsca mo ¢asze Ha 180°. DTH qBA MMITyIbCA TIPH-
MEHSIOTCS AJIs TIepejaur JIOTUYECKOTO HYJIS U €AUHHU-
1el. Meton BPSK-Momymsimy nMeeT 04eHb XOpoITie
MoKa3aTeNn  NoMexoycTounBocTH.  Wmmoctparus
npuHnyna merona BPSK-monymsium nprmeHHTENbHO
K CILIIC-cucremam paguocBsi3u MOKa3aHa HA PUC.

C yuerom Beipaxenus (1) u pekomeHamuii u3 pa-
oot [11, 12, 28-30], aBTOpaMu OBLIO MPOBEIACHO MO-
JleNipoBaHue nepeaaBaeMbix B ka"ane cBsazu CIIIIC,
chopmupoBaHHEIX Ha ocHOBe BPSK-monymsmum.
B xauectBe nocaenoarensHocTedt CIHITIC mncnomab30-
BaJIIMCh MMIYJIBCHI, TpecTaBieHHbIe B Tabm. 1. s
KaXIOT0 W3 YKa3aHHBIX BHUIOB MMIIYJIbCOB OBLIO
chopmupoBano 50 mnocnenosatenbHocterd CIHITIC,
B KOTOPBIX MCXOJHBIC IEpeAaBaeMble AaHHbIC (JIOTH-
YecKre HyJb U €JUHULA) 3a1aBAUIUCH C MOMOILBIO Te-
HepaTropa OWHApHBIX IICEBIOCITYYalHBIX ITOCIIEA0Ba-
TENBHOCTEW U MOAYJIHPOBAINCH MMITYJIbCAMU, MPEA-
CTaBJICHHBIMH B Ta0. 1.

IIpoBenemM KOIMYECTBEHHYIO OLIEHKY CKPBITHOCTH
W HaJEKHOCTU TIIOJy4EHHBIX IOCIIEeI0BaTeNbHOCTEN
CIOIIC c¢ nomompro BDS-craructukn M 0HK-
¢axTopa. Ilomoxxum, 4TO HccieqyeMble TOCleaoBa-

tenpHOCTH CIUIIC mepenarorcs B uaeaabHOM KaHaie
CBSI3H.

Jig  ocymIecTBI€HUS KOJHMYECTBEHHON OIEHKH
ckpbITHOCTH obOpatnMcs Kk BDS-cratuctuke. U3sect-
HO [11-13], yto BDS-cratucruka 6a3upyercs Ha crTa-
TUCTHYECKUX CBOMCTBAaX KOPPENSIIUOHHOW pa3MepHO-
CTH HCCJIEIyeMOro npoiecca B (pa30BOM MPOCTPAHCT-
BE€, KOTOpasi B CBOIO OUYEpe/lb OIpeesieTcss Koppens-
IUOHHBIM MHTErpajioM. DTH JaHHBIC JAlOT B OTHCIIb-
HBIX CIly4asx OoJiblie HPOPMAIHH O KJIacce Tpolec-
ca (chmyuwaifHble, XaOTHYECKHE, PETyJIpHBIE), HYeM
SHEpreTuyecKkue moxkaszarenu. B coorBerctBuu ¢ [11-
13], BDS-cratuctuka B psae ciiydaeB MOKET BBICTY-
MaTh B Ka4eCTBE MEPBl SHEPreTUUECKON CKPBITHOCTH
nepenaBaeMbix curHaioB. BDS-craructuka ocHoBaHa
Ha CTAaTUCTHYECKOW BenmurnHe wW(g), OMHMCHIBAEMOM

CJIETYIONIAM BEIPAKEHUEM:

C g)-C 2)"
w, v (&) =N —m+1 nv (8) = Cvn(8)”

o, v (&)

2

rne C, (¢) n C,,_, (&) — KOppEIsILIMOHHbIE UHTE-
rpaiel, a o, ,(€) — cpelHEKBaJpaTUUYHOE OTKIIOHE-
HHE.

Taoa. 2. Ycpenuenssie 3HaueHns BDS-cratucTikn w(g) uccaenyemsix nociaenosarensHocter CHITIC

HazBanmne

BDS-craructuka w(g)

Nmnynec, onucannsiii cranaaptom IEEE 802.15.4
Mononuknsl ["aycca pasnu4Horo nopsiika
Hmmynbcel Ha OCHOBE NOJIMHOMOB Jlexkanapa
WMy ibCBI HAa OCHOBE pelieHus ypaBHeHus Ditnepa — Jlarpamxka

[68+80]
[98+110]
[244+300]
[28+65]
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B Tabn. 2 npuBeneHsl yCpEAHEHHBIC 3HAYCHUS
BDS-cratuctukn w(g), ommMChIBaeMON BBIpa)KEHUEM

(2), momydeHHBIE AJIS MCCIEIYyEeMBIX ITOCIEI0BaTENb-
Hocter CILIIC.

Kak BugHO M3 Tabi. 2, uccieayeMble Mociie0Ba-
tenpHOCcTH CIITIC o6namaror 3HaueHusmu BDS-

craructuki w(e)€[28,300]. Cpenn HUX HaMMeHb-

muM 3HaueHneM BDS-cratuctukm obnanmaior mocie-
nosatenbHocTu CIUITIC, B KOTOPBIX HCHONB3YIOTCA
MMITYJIbCHl HAa OCHOBE PEIEHHs ypaBHEeHus Dilnepa —

Jlarpamxa (w(e)e[28,65]). IocnenosaremprocT

CILIIC, mocTpoeHHBIE Ha OCHOBE IIMPOKO HCIIOJIb-
3yEMbIX MMIIYJIbCOB, HallpUMep MOHOLUMKIOB ["aycca,
o0JamaroT 3HAYECHUSIMUA BDS-crartuctuku

w(e)e[98,110], ONM3KUMU K XaOTUYCCKUM CHI'Ha-

mam [11-13]. IocnenoBarensaoctr CILUIIC, ommcan-
ueie B crangapte [EEE 802.15.4, 3anumaror npome-
JKyTOYHOE 3HAYCHHE MEXKIy HCCICTyeMBIMU IIOCIHE-
nosatenbHOcTaMH CIIIIC mo mokaszaTento CKpbITHO-

ctu ( w(e)e[68,80] ), TPHUOIIKAsACh 1O 3HAYCHUIO

BDS-cratnucTukn K aBTOPETPECCHOHOMY IPOIIECCY
n Oonu3kuM K HUM [11-13]. TlonayyeHHble pe3yabTaThl
MOKa3bIBalOT, uTo nocienoBarenbHocTr CIITIC B 11€-
JIOM OO0JIaZaf0T CIIO)KHOW CTPYKTYpPOH, OJIHAKO OHHU
TaKkKe OOHApyXHUBArOTCs C momornibio BDS-craTu-
CTUKH. YKAa3aHHBIM pe3ynbTar COBIAJAeT C HM3BECT-
HBIMU HcclieqoBanusmu [4, 9, 10].

[IpoBenemM KONIMYECTBEHHYIO OIICHKY HCCIEIye-
MbIx nocnenosarensHocteit CHIIIC ¢ momomnisio on-
HOT0 U3 TMOKa3aTelied HalleHOCTH (DYHKIMOHHUPOBA-
HUSl TIepenadydl JaHHBIX B CHCTEMaX pPaJHOCBS3H.

A. A.TABPUIIEB, /JI. JI. OCUIIOB

B kauecTBe Takoro mokasatelsi OOpaTHMCS K MOKa3a-
TeJNIo MUK-PakTopa curHaios [14—17], BEIUMCISIEMOTO
C TMIOMOILBIO CJICAYIOIIETO BHIPAXKECHUS:

P - Umax , (3)
o
1€ Umax — MakcUMalibHOE 3HAYEHHE CHTHala, o —
CpeIHEKBaIPATHYHOE 3HAYCHHE CUTHAIA.

B Tabn. 3 npuBeneHsl 3HaueHHs NHK-(pakropa P,
OTIFICHIBAEMOTO BEIpaKeHUEM (3), TOIydeHHBIC IS
uccienyeMsix nocnenosarenabrocteit CILTIC.

Kak BugnOo u3 Tabn. 3, ucciemyemMblie MOCIICIOBA-
tenpHocT CHITIC obnanmaioT 3HaYeHHEM NHK-(ak-
topa P €[l.5,3.3]. CornacHO M3BECTHBIM HCCIEIOBA-

HusaM [14—-17], 1yist COBPEMEHHBIX CUCTEM CBSI3H 3Ha-
YeHHE NUK-(aKTopa IEepPeIaBaeMbIX CHTHAJIOB, BBI-
YHICIIEHHOE C TIOMOIIBIO BhIpaxeHus (3), ZOJDKHO Ha-
XOAMUThCS MpuMepHO B nuanazoHe P €[l, 4]. Orciona

MOXXHO 3aKJFOYUTh, YTO KCCIEAyEeMbIe ITOCIIeI0Ba-
tenpHOocTH CLUTIC B lenmoM moaxonsT AJid mepegadu
JTAHHBIX B CHCTEMax pPajloCBs3H, T.K. 00JaaroT mpu-
€MIJIEMBIM TTHK-(aKTOPOM.

CpaBHI/lTeJII)HbIﬁ AHAJHU3 MOJYYCHHBIX JAHHBIX

B Tabmn. 4 npuBeeHp! 060011IEHHBIE BBIBOJIBI TI0 TIPO-
BEJICHHBIM HccleoBaHusM. CpaBHHUTENBHBIA aHAIN3
MOJTyYeHHBIX JaHHBIX (Ta0i. 4) MoKa3pIBaeT, YTO IS
BBIOpPaHHBIX YCJIOBUH HMCCIEAOBAHHUA B LIEJIOM MOIXO-
TSTIAME SBIISTIOTCS TiocaeaoBarensaocTa CILTIC [4—
6], ocHOBaHHBIE HAa PELICHMH YypaBHEHMs Oilnepa —
Jlarpanxa.

Tab6u. 3. 3naueHus nuk-gpaktopa P uccnenyeMsix nocieaoBarenbrocteir CLITIC

HasBanue

[Tuk-daktop P

Nmnynsc, onucannslii crannaprom IEEE 802.15.4
Monouukinsl ['aycca paznuyHoro nopsijaka
Hmnynscel Ha OCHOBE MOJTMHOMOB JlexxaHapa
MMy ibChel Ha OCHOBE pellieHus ypaBHeHus Ditnepa — Jlarpamxka

[2+2.6]
[1.9+2.5]
[1.5+3]
[2.1+3.3]

Ta6. 4. O600mIEHHBIC BBIBOJKI ITO ITPOBEACHHBIM HCCIICTIOBAHUM

HazBanue BDS-craructuka Iuk-
¢axTop
Nwmnynsc, onucannsiii crangaproM IEEE 802.15.4 +/— +
Monouukinsl I'aycca pa3nuyHoro nopsiaka +/— +
NmMnynbcsl Ha OCHOBE MOJIMHOMOB Jlexanapa +/— +
MMmynibCel Ha OCHOBE pellieHHs ypaBHEeHuUs Dinepa — Jlarpanxka + +
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Vkazaunele mnociegosareabHocty CIIIIC o6Oma-
narot 3HauenneM BDS-cratuctvkm, HanbOoliee OJu3-

kM K sHaucHmio  w(&)<[1.96|, onpenensomemy

Oenbit mrym [11-13], u npreMiIeMbIM MUK-(aKTOPOM.
ITosromy mocnenoBarensHocTn CHIIIC ykasamHOTO
tuna uesnecoodpasno npumenats B CLUTIC-cucremax
paaroCBsI3M AJIS TIOBBIIICHUS CKPBITHOCTH M HAaJIEXK-
HOCTH Tiepefadd JAaHHBIX. [locnmemoBaTensHOCTH
CILIIC, mocTpoeHHBIE Ha OCHOBE IIMPOKO HCIIOJb-
3yeMBIX HMMITYJIbCOB, HAIPUMEpP MOHOIMKIax [aycca
[1, 2, 21, 22], He MO3BOJIAIOT B MOJHOM Mepe obecre-
YUTHh CKPBITHOCTH TEpeadr aHHBIX B CHCTEMax pa-
JUOCBSI3M, MO3TOMY MX HELEJIeCOO00pa3HO HCHONb30-
Bate B CHIIIC-cucremax pagmocBA3W C BBICOKHMHU
TpeOOBaHHUSIMH TIO OOECIIEYEHHIO CKPBITHOCTH TIepe-
Jlayd  JaHHbIX. YKa3aHHbIA pE3yJbTaT COBIAJAET
C U3BECTHBIMHU HcclieioBaHusAMU [4, 9—13].

ITocnenosarensuoctu CIIIIC, onucaHHbIe B CTaH-
mapre IEEE 802.15.4, xotp m 007amaioT ypoBHEM
CKPBITHOCTH BBIIIE, YEM LIMPOKO HCIIONb3YEMBIE IO-
cnepoarenbHocTr CIIIIC, omHAaKO MEHBIIMM, YeM
nocnenoBatensHoctd CIIUIIC Ha ocHOBe pemieHus
ypaBHeHUs1 Diinepa — Jlarpamka. Kpome toro, cran-
JAPTU3UPOBAaHHBIE CUCTEMBI PAJMOCBSI3H Hamboee
9acTo ABIAIOTCA 00BEKTaMHU aTak 3JI0YMBIIUIEHHUKOB
M3-32 OJPOOHOTO OIMCAHMS BCEX MX XapPaKTEPUCTHK
[4, 9-13]. Ucxons u3 3TOrO, MX TaKKe HELENIecoo0-
pasno ucnois3oBarsk B CLUIIC-cuctemax paanocssizu
C BBICOKMMH TPEOOBaHUSMH MO0 00ECIICUEHUIO CKPBIT-
HOCTH TIepeayy TaHHBIX.

3AK/IIOYEHHE

Takum 00pa3oM, B JaHHOW paboTe MPOBEJCH aHa-
I3 HCHoJib30BaHus mocienoBarenbroctert CIITIC,
chopmupoBaHHBIX Ha ocHOBe BPSK-momymsmmm, mms
obecrieueHus CKPHITHOCTH W HAJCKHOCTU TEpenadu
JIAHHBIX B cHCTeMax panuocBs3u. [IpoBeneHa orneHka
MX CBOHCTB C IOMOIIBIO IToka3areiaed BDS-cra-
THCTUKH U MHK-paKkTopa. B pe3ynpTaTe mpoBemIeHHBIX
WCCIICJIOBAHUH YCTaHOBJICHO, 4YTO JUIS BBIOPAHHBIX
YCJIOBHM HCCIEOBAHUS B IIEJIOM TOIXOJSAITUMH SIB-
nsarotesa nocnenoBarensHocty CHITIC [4-6], ocHo-
BaHHBIE Ha pELIeHUH ypaBHEHUs Diinepa — Jlarpanxka,
XapaKTepu3yoIuecs: OOJbIIel CKPBITHOCTRIO OT TIO-
CTOPOHHET0 HAONIOATEINs, YeM JIPYTHUE HCCIICOBaH-
Hele nocienosareabHocTu CIIIIC, T.K. uX 3HaYeHUE
BDS-cratuctuku Haxomutcs Onmke K Oenomy mymy
[11-13]. Taxxe moka3aHo, 9TO BCE MCCIEILyEeMbIE T10-
cnenosarenbHocTH CHIIIC obnamatorT mpueMiIeMbIM
3Ha4YeHUEeM MHK-(akTopa. OTMEUEHO, YTO TOCIIeI0Ba-
tenpHOCTH CIIIIC, nocTpoeHHbIE HA OCHOBE LIUPOKO
WCIIOJIB3YEMBIX HUMITYJICOB, HAIPUMEpP MOHOIIUKIIOB
laycca [1, 2, 21, 22], a Takxke cTaHTApPTH3UPOBAHHEIE
CHUCTEMBI PaguOCBs3U [27] HE MO3BOJSIOT B IMOJIHOM
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Mepe OO0CCIICUUTh CKPBITHOCTh II€pPEay JIaHHBIX
B CHCTEMax paJHOCBS3H, IMOITOMY HX HeIeIecoo0-
pasHo ucnois3oBars B CLUIIC-cuctemax paanocssazu
C BBICOKMMH TPEOOBAHUSIMH 110 OOECIICICHHUIO CKPBIT-
HOCTH IIepelayil JaHHBIX. YKa3aHHBIA pe3yJbTaT COB-
MajaeT ¢ M3BECTHRIMU HCCIeAOBaHMIME [4, 9—13].

[IpoBenenHble HCCAEAOBAHUS MO3BOJMIN JOMOJ-
HUTH 3HaHusg o nociegoBareinbHocTsx CIHITIC gug
obOecriedyeHus] CKPHITHOM M HA/ICKHOW Tepenavyd JTaH-
HBIX B CHCTEMax paauocBs3u. [lampHelmme paOoThI
B yKazaHHOW  o0jacTh  aBTOPBl  CBS3BIBAIOT
¢ uccnenoBanuem CIHIIIC-cucrem paanocssizu ¢ apy-
TUMH  pPacCIpOCTPAaHECHHBIMA BHUJAMH  MOIYJIAIIHH.
Kpome Toro, nepcreKTUBHBIM SIBISICTCSI HallpaBICHUE
WCCIIeZIOBaHNN B 00nacTh 00ecredeHus: CKPBITHOCTH
u HagexxHoctu CIITIC-cuctem paninocBsi3u HA OCHOBE
Xa0THUECKMX CUTHAJIOB.
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ANALYSIS OF THE PROPERTIES OF ULTRA-WIDEBAND
SIGNALS AFFECTING THE SECRECY AND RELIABILITY
OF DATA TRANSMISSION IN RADIO COMMUNICATION SYSTEMS

A. A. Gavrishev', D. L. Osipov2

'NRNU MEPhI, Moscow, Russia
*NCFU, Stavropol, Russia

The analysis of the use of sequences of ultra-wideband (UWB) signals formed on the basis of BPSK modula-
tion to ensure the secrecy and reliability of data transmission in radio communication systems is carried out.
Their properties were evaluated using BDS-statistics and peak factor indicators. As a result of the conducted
research, it was found that for the selected research conditions, the UWB sequences based on the solution of the
Euler — Lagrange equation, characterized by greater secrecy from an outside observer than other studied UWB
sequences, are generally suitable. It is also shown that all the studied UWB sequences have an acceptable peak
factor value. It is noted that UWB sequences based on widely used pulses, for example, Gauss monocycles, as
well as standardized radio communication systems, do not fully ensure the secrecy of data transmission in radio
communication systems, therefore, it is impractical to use them in UWB radio communication systems with
high requirements for ensuring the secrecy of data transmission. The conducted research has made it possible to
supplement knowledge about UWB sequences to ensure covert and reliable data transmission in radio commu-
nication systems.

Keywords: UWB, communication systems, secrecy, reliability
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INTRODUCTION

Radio communication systems based on ultra-
wideband signals (UWB) are a promising direction for
the development of wireless data transmission over
short distances. Their advantages include low energy
consumption, relative simplicity of equipment con-
struction, and high efficiency of spectrum use. UWB
radio communication systems are of great interest to
developers and manufacturers of telecommunications
equipment since they allow operation on a license-free
basis, and the features of the transmitted signals imply
the absence of powerful amplifiers and complex sig-
nal processing components as part of transceiver
complexes. Compared to narrowband systems, UWB
systems more successfully solve the problems of in-
creasing the speed and secrecy of data transmission.
The implementation of these advantages implies the
development of special methods for generating,
processing, transmitting, and receiving signals [1, 2].

Insufficient attention has been paid to the issue of
assessing the secrecy of UWB radio communication
systems. It is known [3—10] that the secrecy of radio
signals makes it possible to resist their detection and
measurement of their parameters, thus providing pro-
tection against unauthorized access. Thus, in work [3]
it is indicated that narrowband, broadband, and UWB
signals have different spectrum widths, which affects
the likelihood of their detection using radio reconnais-
sance means — the greater the spectrum width of the
transmitted signal, the more difficult it is to detect it,
and, accordingly, its secrecy is higher. The studies
conducted show that UWB sequences have the great-
est secrecy in terms of energy indicators compared to
narrow-band and wide-band signals. In works [4-6],
studies of UWB were carried out according to criteria
characterizing their energy characteristics, secrecy of
information transmission, and some others. It is
shown that it is possible to optimize a certain type of
signal sequence, which makes it possible to improve
the quality indicators noted above.

In [7], a numerical simulation of a UWB radio
communication system with spread spectrum was car-
ried out. The spectral and correlation characteristics of
the UWB transmissions in the communication channel
have been studied. The results obtained show that the
signals transmitted in the communication channel in
terms of energy indicators have a form similar to fluc-
tuation noise, which indicates a low probability of
their interception. Work [8] discusses the use of UWB
signals for remote control of robotic complexes. The
results of an experiment to assess the secrecy of
transmitted UWB signals on the air, carried out using
a spectrum analyzer, are presented. It has been shown
that when the spectrum analyzer is removed at a dis-
tance of more than 3 m from the transceiver antenna,
transmitted UWB signals are not detected. Work [9]
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states that attacks on standardized UWB radio com-
munication systems at the physical level can allow
attackers to falsify transmitted data. Such attacks can
allow attackers to perform various illegal actions with
devices that use standardized UWB radio communica-
tion systems. An approach has been proposed to in-
crease the structural secrecy of transmitted UWB sig-
nals. It is noted that even the interception of the
transmitted UWB signals by intruders will not reveal
the structure of the transmitted signals due to the use
of the proposed approach. Work [10] presents one of
the approaches to assessing the secrecy of transmitted
UWRB signals based on the spectrum uniformity index.
It is noted that UWB signals that are perfect in terms
of stealth indicators must have a uniform spectrum,
close in shape to a rectangle.

As can be seen from the data presented, in the
known literature on UWB radio communication sys-
tems, methods based on energy indicators are most
often used to assess their secrecy. These methods, al-
though they are the most frequently used to assess the
secrecy of various types of radio signals, have a num-
ber of disadvantages. Thus, it is known [11-13] that
energy indicators can underestimate the secrecy of
radio signals. Based on this, it is relevant to assess the
secrecy of the UWB signals using alternative methods
for assessing secrecy, for example methods based on
nonlinear dynamics, etc. [11-13].

The published works do not pay enough attention
to some issues of assessing the reliability of UWB
radio communication systems, in particular, assessing
the peak factor of transmitted UWB as one of the re-
liability indicators. It is known [14-17] that an in-
creased peak factor negatively affects the noise im-
munity and energy efficiency of a radio transmitting
device. Thus, publications [1, 2, 18] state that regula-
tory requirements in various countries impose restric-
tions on the use of UWB radio communication sys-
tems. It is noted that the UWB peak factor plays an
important role in such radio communication systems
and can have a significant impact on the energy effi-
ciency of the radio transmitting device. It is stated in
[19] that UWB signals used in various practical appli-
cations, for example, radar, can have a large peak fac-
tor and impose some restrictions on the operation of
such devices. Based on this, developers and manufac-
turers of such radio communication systems need to
pay closer attention to the characteristics of the used
UWRB signals, including the shape of the UWB and
their peak factor.

Thus, it can be argued that the study of the UWB
peak factor as one of the indicators of the reliability of
UWB radio communication systems is relevant and
requires further study.

The purpose of the article is to evaluate the proper-
ties of UWB sequences to ensure secretive and relia-
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ble data transmission in radio communication systems
using BDS statistics indicators and the peak factor.

MAIN PART

Research part

It is known [20] that the shape of UWB signals has
a significant impact on the characteristics of the radio
communication systems in which they are used. Mod-
ern studies devoted to the formation of UWB signals,
in most cases, use Gaussian monopulses and their de-
rivatives as base ones [1, 2, 21, 22]. In addition, Ray-
leigh pulses and impulses based on Laguerre functions
[1, 2], impulses based on Legendre polynomials [23,
24] and some others are also actively used. Also,
a number of works propose a large number of new
classes of UWB signals, for example, pulses based on
solving the Euler — Lagrange equation [4—6], based on
chaotic signals [25, 26], pulses described by the IEEE
802.15.4 standard [27], and many others.

To conduct research, the authors selected the fol-
lowing types of UWB signals, given in Tab. 1.

Tab. 1. Selected types of UWB signals

To transmit information, it is necessary to operate
with a data stream presented in the form of a sequence
of UWB pulses [28-30]. The UWB sequence is usual-
ly understood as a set of pulses (see Tab. 1) located
over a certain finite time interval, considered a com-
posite signal.

In the general case, the simplest form of the trans-
mitted UWB sequence can be written as follows [28—
301:

N-1
(1,6, T)=) s[t—t,—(k— )T,

k=0

(1)

where ¢, is the arrival time of the sequence; T is the
repetition period of the UWB signals; k is the serial
number of the UWB signals, starting from 0; N is the
total number of pulses in the sequence; u is a parame-
ter that determines the point of the sequence with
which its arrival time is associated; s(#) describes the
time shape of a single signal.

Currently, the following types of modulation are
among the most frequently used in UWB radio com-
munication systems [28—-30]: pulse amplitude modula-
tion (PAM modulation), pulse position modulation
(PPM modulation), and binary phase modulation
(BPSK modulation). Each of them has its own advan-
tages and disadvantages. The authors chose BPSK
modulation as the base one.

With BPSK modulation, two types of pulses are
used for transmission [28—-30]: direct and inverse, i.c.,

phase shifted relative to the direct pulse by 180°.
These two pulses are used to transmit logical zero and
one. The BPSK modulation method has very good
noise immunity characteristics. An illustration of the
principle of the BPSK modulation method applied to
UWRB radio communication systems is shown in Fig.

Fig. BPSK modulation method for UWB radio com-
munication systems [28].

a — unmodulated sequence, 6 — modulated se-
quence

Taking into account expression (1) and recommen-
dations from works [11, 12, 28-30], the authors car-
ried out modeling of UWB signals transmitted in the
communication channel, formed on the basis of BPSK
modulation. The pulses presented in Tab. 1 were used
as UWB sequences. For each of the indicated types of
pulses, 50 UWB sequences were generated, in which
the initial transmitted data (logical zero and one) were
specified using a binary pseudo-random sequence ge-
nerator and modulated by the pulses presented in
Tab. 1.

Let us carry out a quantitative assessment of the
secrecy and reliability of the obtained UWB se-
quences using BDS statistics and the peak factor. Let
us assume that the studied UWB sequences are trans-
mitted through an ideal communication channel.

To carry out a quantitative assessment of secrecy,
let us turn to BDS statistics. It is known [11-13] that
BDS statistics are based on the statistical properties of
the correlation dimension of the process under study
in phase space. The correlation dimension is deter-
mined by the correlation integral. In some cases, these
data provide more information about the class of the
process (random, chaotic, or regular) than energy in-
dicators. In accordance with [11-13], BDS statistics
can, in some cases, act as a measure of the energy
secrecy of transmitted signals. BDS statistics are
based on the statistical value w(e) described by the

following expression:

e (&) =T G (®)= C(.SN),,I(S) |

where C, ,(¢)and C,,_, (¢)are correlation integrals,

2)

and o, ,(¢) is the standard deviation.

Tab. 2 shows the averaged values of the BDS sta-
tistics described by expression (2) and obtained for the
studied UWB sequences.

Tab. 2. Average values of BDS statistics w(g) for
the studied UWB sequences
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As can be seen from Tab. 2, the studied UWB se-

quences have BDS statistics values w(e)e[28,300].

Among them, the UWB sequences that use pulses
based on the solution of the Euler — Lagrange equa-

tion (w(&)e[28,65]) have the lowest values of BDS

statistics. UWB sequences constructed on the basis of
widely used pulses, for example, Gaussian mono-

cycles, have BDS statistics values w(s)e[98,110],

close to chaotic signals [11-13]. The UWB sequences
described in the IEEE 802.15.4 standard have an in-
termediate value between the studied UWB sequences

in terms of the stealth indicator (w(g) € [68,80] ), ap-

proaching the autoregressive process and relative me-
thods [11-13] in terms of BDS statistics. The results
obtained show that UWB sequences in general have
a complex structure, but they can be detected using
BDS statistics. This result coincides with well-known
studies [4, 9, 10].

Let us carry out a quantitative assessment of the
studied UWB sequences using one of the indicators of
the reliability of data transmission in radio communi-
cation systems.

As such an indicator, let us turn to the signal peak
factor [14—17], calculated using the following expres-
sion:

P — Umax , (3)
o
where Uy, is the maximum signal value, o is the root
mean square value of the signal.
Tab. 3 shows the values of the peak factor P, de-
scribed by expression (3) and obtained for the studied
UWRB sequences.

Tab. 3. Peak factor P values of the studied UWB se-
quences

As can be seen from Tab. 3, the studied UWB se-
quences have a peak factor value. According to well-
known studies [14—17], for modern communication
systems, the peak factor value of transmitted signals,
calculated using expression (3), should be approx-
imately in the range We can conclude that the studied
UWRB sequences are generally suitable for data trans-
mission in radio communication systems because they
have an acceptable peak factor.

Comparative analysis of the data obtained

Tab. 4 shows generalized conclusions on the con-
ducted research. A comparative analysis of the ob-
tained data (Tab. 4) shows that for the selected re-
search conditions, the UWB sequences [4—6] based on

HAVYYHOE I[TPUBOPOCTPOEHMUE, 2024, Tom 34, Ne 2

the solution of the Euler-Lagrange equation are gen-
erally suitable.

Tab. 4. Generalized conclusions from the studies con-
ducted

The indicated UWB sequences have a BDS statis-
tics value that is closest to the value w(e_)£|1.96|,

defining white noise [11-13] and an acceptable peak
factor. Therefore, it is advisable to use UWB se-
quences of the specified type in UWB radio commu-
nication systems to increase the secrecy and reliability
of data transmission. UWB sequences, built on the
basis of widely used pulses, for example, Gaussian
monocycles [1, 2, 21, 22], do not fully ensure the
secrecy of data transmission in radio communication
systems, so they are inappropriate to use in UWB ra-
dio communication systems with high requirements. -
measures to ensure the secrecy of data transmission.
The specified result matches well-known studies [4,
9-13].

The UWB sequences described in the IEEE
802.15.4 standard, although they have a level of
secrecy higher than the widely used UWB sequences
but less than the UWB sequences based on solving the
Euler-Lagrange equation. In addition, standardized
radio communication systems are most often the tar-
gets of attacks by intruders due to the detailed descrip-
tion of all their characteristics [4, 9—13]. Based on
this, it is also inappropriate to use them in UWB radio
communication systems with high requirements for
ensuring the secrecy of data transmission.

CONCLUSION

Thus, this work analyzes the use of UWB se-
quences generated on the basis of BPSK modulation
to ensure the secrecy and reliability of data transmis-
sion in radio communication systems. Their properties
were assessed using BDS statistics and peak factor
indicators. As a result of the conducted research, it
was established that for the selected research condi-
tions, the UWB sequences are generally suitable [4—
6], based on the solution of the Euler—Lagrange equa-
tion, characterized by greater secrecy from an outside
observer than other studied UWB sequences because
their BDS statistics value is closer to white noise [11—
13]. It is also shown that all the studied UWB se-
quences have an acceptable peak factor value. It is
noted that UWB sequences built on the basis of wide-
ly used pulses, for example, Gaussian monocycles [1,
2, 21, 22], as well as standardized radio communica-
tion systems [27], do not fully ensure the secrecy of
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data transmission in radio communication systems,
therefore, it is inappropriate to use them in UWB ra-
dio communication systems with high requirements
for ensuring the secrecy of data transmission. This
result coincides with well-known studies [4, 9—13].
The conducted research made it possible to sup-
plement knowledge about UWB sequences to ensure
secretive and reliable data transmission in radio com-

munication systems. The authors associate further re-
search in this area with the study of UWB radio com-
munication systems and other common types of mod-
ulation. The direction of research in the field of ensur-
ing secrecy and reliability of UWB radio communica-
tion systems based on chaotic signals is also promis-

ing.
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