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AHAJIN3 UCITIOJIB30OBAHUSA OTOUJIBTPOBAHHBIX
C IMIOMOHIbBIO IMOJOCOBOI'O PUJBTPA
XAOTHYECKHUX CHUI'HAJIOB JUIA IIEPEJAYUN JAHHBIX
B CUCTEMAX PAANOCBA3U

[TpoBeneH aHanu3 MCHONB30BaHUS OT(QUIBTPOBAHHBIX Yepe3 IIMPOKOIOJIOCHBIN ITOJIOCOBOH (QMIIBTP XaOTHYECKUX
CHTHAJIOB JUIsl 00€CIIeYeHHsI CKPBITHOCTH M HAJAKHOCTH (YHKIIMOHUPOBAHUS NIEpeIayr JaHHBIX B CUCTEMaX Paano-
cBs3u. [lomyueHsl BpeMEeHH.€ pealu3aluy XaoTHYECKHX CUTHAJIOB, CTEHEPUPOBAHHBIX C ITOMOIIBIO N3BECTHBIX Te-
HepatopoB Uya n Puxuraxe. [IpoBeneHsl nx QuuibTpamus ¢ MOMOIIBIO ITHPOKOMOIOCHOTO ITOJIOCOBOTO (hHIIBTpa
Y UCCIIEIOBAHNE TTOYYCHHBIX JIAHHBIX C MIOMOIIbIO TIoKa3aTeneil BDS-craTticTiky u nuk-gakropa. ABTOpPbI HA OC-
HOBE TIPOBEJICHHBIX HCCIEIOBAaHWN M BBIBOJOB M3 H3BECTHBIX PA0OT CUMTAIOT IIENECOOOPa3HBIM NPHMEHATh
JUIs 00eCIIeUeHNs CKPBITHOCTH M HAJIKHOCTH TIEPEaull JAaHHBIX B CUCTEMAaX PAAMOCBSI3H IIPH UCTIOIb30BAHUU Xa0-
THYECKUX CHT'HAJIOB HapsAy C IIMPOKO PacHpOCTPaHEHHBIMH METOIAMHM Takke U (QHIBTPALMIO C HOMOIIBIO MOJIO-

COBBIX (DUIIBTPOB C IIMPOKOH TIOIOCOU MPOMYCKAHHUS.

K. ca.: monocoBas (I)I/IJ'ILTpaLlI/IH, Xa0THYECKUE CUTHAJIBI, CUCTEMBI CBA3U, CKPBITHOCTH, HAIC)KHOCTH

BBEJIEHUE

W3 muteparypsr [1, 2] mmpoKo M3BECTHO TpHUMeE-
HeHne TonocoBeIXx (umeTpoB (I1D) Ha npHemHON
CTOpOHE Pa3IMYHbIX CHCTEM PaJHOCBS3U s OOPHOBI
C IIOMeXaMH, KOTOpble BO3AEHCTBYIOT Ha IeperaBae-
MBbI€ TI0 KaHaJly CBSI3M CUTHaJbl. BmecTe ¢ TeM B mo-
CJIEIHUE TOJbl CTAJIO PAa3BUBATHCS U APYroe Harpas-
JICHHE, CBSI3aHHOE C MCIIOJIb30BAHMEM II0JIOCOBBIX
(UIBTPOB B CHCTEMax pPagrOCBs3H, B YaCTHOCTH |[3,
4]. OHE HAYMHAIOT HAXOOUTHh MPUMEHEHWE JUIA ak-
THUBHO Pa3BUBAIOIIErocs B HACTOsAIIEE BPEMs HalpaB-
JICHUS: TEHEPUPOBAHMS XAOTUYECKUX CUTHAJIOB IS
cHCTeM paauocBs3u. Mcxons U3 3Toro, nccienoBaHue
U aHaJIN3 XAaOTHYECKHX CUTHAJIOB, CO3/1aBAEMbIX IPH
MTOMOIIIHA TIOJIOCOBBIX (DUIBTPOB ST OECTPOBOIHBIX
CHCTEeM Ilepefayd, MpPEACTaBIsIeT NPaKTHYECKUN
U HayuyHbld uHTepec. [IpuumHON Takoro HHTEpeca
sBisgercst [3—7] TO, YTO MOJIOCOBOM (UIBTP MPHU CO-
OTBETCTBYIOIIMX HACTPOHKax MOTEHIMAJIbHO MOXKET
3aMETHO BJIMATH Ha XapakTEPUCTHKH KoieDaHUil,
1 BO3HHMKAIOIIME M3MEHEHHS JOJDKHBI OBITh YUTEHBI
IIPHU AUATHOCTHUKE MOJyIaeMbIX CUT'HAJIOB.

Taxk, Harrpumep, B pabote [S] mccaenoBanoch mpo-
XOXKJCHUE CHUTHAJIOB, TI'€HEPUPYEMBIX AaTTPaKTOPOM
Peccrnepa, yepe3 momnocoBoit ¢uibTp. B pesymprare
MPOBENICHHBIX UCCIIEIOBAHNI OBUIO YCTAaHOBJICHO, YTO
¢GuIbTpanys XaoTHYECKOTO0 CHUTHaJla B HEKOTOPBIX
Cllydasix PUBOAUT K U3MEHEHHIO CTPYKTYPBI aTTpak-
TOpa, YCIOXKHSIS €€, T.€. YBEIUYMBACTCS XaOTHUYHOCTD
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aTTpakropa. B paborax [3, 4] manHas unes Obiia pas-
BUTa M amnpoOMpoBaHa AJsl CHCTEM paauocBs3u. B
YacTHOCTH, B pabore [4] ¢ TOMOMIBIO ITOJIOCOBOM
(GuIbTpalM XaOTHYECKUX CHTHAJIOB MCCIIEAyeTCs
MOBBIILICHNE CKPBITHOCTU IEpefadyd OMHApHOTO CO-
o0IIeHHs B cucTeMax paguocBssu. B mpemiaraemom
MOAXO0/le NPOBOAWIOCH (HIBTPOBAHHE IIHUPOKOIIO-
JOCHBIM TONTIOCOBBIM (prumbTpom (LII®D) orobpaxe-
HUS B BuIe nonrHoMa YeOblieBa, KOTOPOE B Aajlb-
HEWIeM HCIIOJIb30BaJIOCh B KA4eCTBE I'eHepaTopa xa-
OTHYECKMX CHUTHAJIOB. IIpoBemeHHBIE HCCIIEIOBaHMS
mokazanu [4], 94To OTUIBTPOBAHHBIA XaOTHYECKUH
CUTHAJl UMEET aTTPAKTOP, CXOXKHH C aTTpakTopom Oe-
JIOTO IIyMa, B TOM BpeMs KakK aTTPakTOp MCXOAHOTO
Xa0THYECKOT0 CHUTHala CTpyKTypupoBaH. Ilokaszano
HMpPUMEHEHHE MOJIyYEeHHbIX NaHHBIX JUIS IOBBILICHUS
CKPBITHOCTH TIepeqayn OMHAPHOTO COOOIIEHUS B CH-
cTeMax paiuoCBsI3HM C KOPPESIMMOHHBIM METOI0M
npuema. Bmecte ¢ Tem aBTOpBI paboThl [4] yka3biBa-
0T Ha BaXHOE OOCTOSTENbCTBO — JJIsI HAAEKHOIO
(YHKUNOHUPOBAHUS CHCTEM PaaUOCBA3M IAHHOTO
KJlacca HeoOXOAMMO, 4TOOBI ObLTAa MPaBHIBHO TOIO-
OpaHa onTuManbHasg nonoca npomnyckanus [UTID mpu
TeHEpUPOBAHUH XaOTHUYECKUX CUTHAJIOB, KOTOpas Obl
OIHOBPEMEHHO oOecreynBajia Hamlydllne IoKa3aTe-
JM CKPBITHOCTH W HAJEXKHOCTH (PYHKIMOHMPOBAHUS
(T.K. B JaHHOM CJIydae HaJIe&KHOCTh ()YHKIIMOHUPOBa-
HUS IpueMoIiepealolell anmnapatypsl 00paTHO Mpo-
MOPITMOHATIbHA CKPBITHOCTH). OTO CBS3aHO TMPEXIe
BCEro C TeM, YTO 4YEM YK€ I0JI0ca IPOIYCKaHHS
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¢ubpTpa, TeM B OombIIel Mepe (a3oBBIi MOPTPET re-
HEpUPYEMOr0 XaOTHYECKOr0 CHTHaia momobeH daso-
BOMY TOpTpeTy Oemoro mryma. OZHAKO 3TO OTpHIIa-
TEJIbHO CKa3bIBaeTCAd HAa HAASKHOCTH ()YHKIMOHHPO-
BaHUS CUCTEMBI PaIOCBSI3H.

B cBsi3u co cka3aHHBIM B JTaHHOW paboTe aBTOPHI
XOTAT Oojee MOAPOOHO PaccCMOTPETh BOMIPOCH HC-
MONTb30BaHUs OTGMIBTpoBaHHKIX depe3 LIIID xaorn-
YECKUX CUTHAJOB Ml OO0ECHEeYeHHsS CKPBITHOCTU
1 HQJA©KHOCTH IIepelladyd JaHHBIX B CHCTEMax paauo-
CBSI3H.

3amaueid nmaHHOW pabOTHl SBISETCA TONyYEHHE
BPEMEHH.X peajM3aluii XaOTHUYECKHX CHTHAJIOB, Cre-
HEpPUPOBaHHbIX reHepatopamu Yya u Puxutake, ux
¢unpTparmst LI w wmccnemoBaHue MOMTydeHHBIX
JAHHBIX C IOMOILIBIO TOKa3aTened BDS-cratuctuxu
w(g) n nmk-paxrtopa P.

OCHOBHASA YACTb

Kparkue cBeeHnsi 0 mos10coBbIX GpuabTpax
U UX IPMMEeHEeHUHU K (puabTpauuu
XA0THYECKHX CHTHAJIOB

B cootBerctBum ¢ u3BecTHRIMH pabotamu [4, 8],
MTOJIOCOBOW (PMIIBTP TPEACTaBISAET COOON JTHMHEWHYIO
CHCTEMY, COCTOSILYI0O M3 (WIBTpPa HIDKHHUX YacTOT
n QumbTpa BepxHHX dYacToT. [lomocoBbie (QMIBTPHI
ObIBAIOT IIMPOKOIOJOCHBIMH M  Y3KOIOJOCHBIMH.
B coorBerctBum ¢ paboroit [8], k HIIID oTHOCATCH
(UIABTPEL, y KOTOPBIX Fp / Fep > 1.5, a x y3komo-
TocHBIM — Fp / Fey < 1.5, tne Fcy — HIDKHAA Tpa-
HUL]A YaCTOTHOTO cpe3a, Fc, — BEpXHAA IpaHuLa
4acTOTHOI'O cpe3a.

HccnenoBanus Oynem nMpoBOIUTH B COOTBETCTBUH
C peKoMeHJalHusIMH W BbBogamu u3 pabor [4, 5].
B cootBerctBuu ¢ HUMH 17151 TpeoOpa3oBaHUs XaOTH-
YecKOro CHTHalla K OoJiee CIIOKHOMY BHIY Heo0Xo-
mumo ucronb3oBate LHII®. Kpome Toro, B paborax
[4, 5] yka3eiBaercsi, 4TO TpH HcHoib30oBaHMu [1D
C IIMPOKOW TIOJIOCOW MPOMYCKaHHUS IS (PHIBTPALIIU
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Xa0THYECKUX CHUTHAJIOB MX aTTPakTOp H3MEHseTcs
He3HauuTenbHO. B ciydae ke ucnonbzoBanus [ID
C Y3KOH TTOJIOCOM MPOMyCKaHusl IS GUIBTPAIHN Xa0-
TUYECKUX CUTHAJIOB, HMX aTTPaKkTOp 3HAYUTENBHO
YCIIOXKHSIETCSL.

Hcxonsa u3 aroro, mpoBeneM HCCIEIOBAaHUS B CO-
OTBETCTBUH CO CIEAYIOIINUM aJrOPUTMOM:

1) momyynuM BpeMEHH.€ peaqu3aly XaOTHYECKHX
CHUTHaJIOB 0e3 (puibTpaliii U MpOBENeM WX HCCIEo-
BaHHE;

2) NOIyYuM BpPEMEHH.€ pean3alii XaOTHYECKUX
CUTHAJIOB, OT(puIbTpyeM ux ¢ moMotipio [1d ¢ mmpo-
KO IOJIOCOW NMPOITYCKAHUSI U MPOBEAEM HX HUCCIEA0-
BaHHE;

3) momy4uM BpEeMEHH.€ peaqu3aliy XaOTHYECKHX
CHUTHAJIOB, OTGMIBTPYeM UX ¢ nomornisio 11D ¢ y3koit
MOJIOCOM TPOIYCKAaHUS M IPOBENEM HX HCCIIef0Ba-
HHUE;

4) mpoBeneM CpaBHEHHE IONYYEHHBIX DPE3yJibTa-
TOB.

HccaenoBaTebcKas 4YacTh

B kauecTBe mepBOro reHepaTopa XaOTHYECKUX
CUTHAJIOB BO3bMEM HM3BECTHBIA reHepaTop Uya, omu-
CBIBAEMBII CIIETYIOIINM BhIpaxkeHneM [9]:

X =alx, —x —h(x)],
)’c2=x3—x2—x1, (1)
X, = PBx,.

Bpemenn.e peammzanmmu reHepatopa Uya 0e3
¢unpTparmu; TeHeparopa Yya, oTHUIBTPOBaAaHHOTO
¢ nomoupio 11® ¢ mmpokol Monocoil NpomycKaHus;
reaeparopa Uya, orpuabTpoBaHHOTO ¢ TomMotkio [1D
C Y3KOM MOJOCOH MpONyCKaHHs, B COOTBETCTBHU
C IPEIJIOKEHHBIM BBILIE aJTOPUTMOM HCCIIEIOBAHMS
aBTOpaMH TONy4eHBI B Takere mporpamMm ScicosLab
COTJIACHO peKOMeHAanwsM u3 pador [4, 5, 9].

IIpumepsl ux (as3oBBIX MOPTPETOB, IOCTPOEH-
HBIX C IIOMOIIBIO mporpammbl Fractan, mpuBeneHb
Ha pucC. 1-3 COOTBETCTBEHHO.

|

Puc. 1. ®a30BbIif MOPTPET BpEMEHHOU pea-

nu3anuu reHeparopa Yya (6e3 dunbTpa-
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Puc. 2. ®a30BbIif MOPTPET BpEMEHHOU pea-
Ju3auMyd  reHeparopa Yya, moiydeHHOMR
¢ nomoupto 1P ¢ mupokoit nmosocoi npo-
myckanus (LLIT1D)
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Kax BugHO M3 puc. 1, reHepaTop Uya (6e3 ¢puin- X =—ux+zy,
Tpammu) obmagaer "kimaccumueckuM'" (azoBBIM TOPT- y=—px+(z—a)x )
(93 5
pPETOM, KOTOpBIN SIBIIAETCS CTPYKTypupoBaHHbIM. Ha z=1-xy

puc. 2, 3 n300paxeHbl yCIOKHEHHBIE (pa30BBIE MTOPT-
perbl reHepatopa Yya, mpudeMm (ha3oBbI TOPTpET,
nosydeHHbIi ¢ nomoupo [1® ¢ y3koil mosocoit mpo-
MyCKaHUs, sBIsercss Hanbosiee XaoTHUHBIM. llomy-
YeHHBIE JaHHbBIE COIVIACYIOTCSI HAa KadeCTBEHHOM
YpOBHE C UCCIIeOBaHUSIMH U3 padort [4, 5].

B kauectBe BTOpOro reHeparopa XaoTHYECKUX
CUTHAJIOB BO3bMEM HM3BECTHBI IreHepaTop Pukutake,
OITMCHIBAEMBI clienyromuM BeipaxkerreM [10, 117:

000;
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Bpemenn.e peanu3zaiun renepatopa Pukurake (6e3
¢unpTpanmn); reHeparopa Puknurake, OTGUIBTPOBaH-
Horo ¢ nomomwpo IITID; reneparopa Pukurake, ot1-
¢uapTpoBaHHOTO ¢ MoMotIpio [ID ¢ y3Kkoif momocoit
IPOIYCKaHHSA, B COOTBEICTBUM C MPELIOKEHHBIM
BBIILIE AJITOPUTMOM HCCIIEOBAHUSI aBTOPaMHU IOJIyde-
HBI B makere mporpamm ScicosLab, cormacro pexo-
MeHmanusaM u3 pador [4, 5, 10, 11]. Ha puc. 46 mpu-
BEZICHBI NPUMEPHl UX (Pa3OBBIX HOPTPETOB COOTBET-
CTBEHHO.

Puc. 4. ®a3oBBIil OPTPET BPEMEHHOW peau3auu
re”HepaTopa Pukurake
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Puc. 5. ®a3oBrIit mopTpeT BpeMeHHOH pea-

JIU3anuu TeHepaTopa PukuTake, MOIydeH-

HOW ¢ momouipto I1® ¢ mupokoi monocoi

nporyckauus (LIT1D)
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Puc. 6. ®azoBrIii mopTpeT BpeMeHHOH pea-

JU3aluu TeHepaTopa PukuTake, MOIydeH-
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Kak BumaO w3 puc. 4, reHeparop Puxurake (6e3
¢ueTpanuu) obmamaer "kimaccumdeckuM”  (a3oBBIM
MIOPTPETOM, KOTOPBII SIBISIETCS CTPYKTYPHPOBAHHBIM.
Ha puc. 5, 6 wu3o0pakeHbl ycCIOXHEHHBIE (ha30BbIe
mopTpeThl TeHeparopa Pukurake, mprueM (ha3oBbIN
MOPTPET, NONy4eHHbIH ¢ nomouipto 1D ¢ y3koil mosmo-
COIl IpOMyCcKaHus, SBIsIeTCs Hanbonee XxaoTuaHbIM. [o-
Jy4eHHBIE JaHHBIC TAKKE COITIACYIOTCSl Ha KayeCTBEH-
HOM YpOBHE C HCCIIETOBAaHMSMH 13 paodor [4, 5].

Jlanee mpoBeAeM  KOJIMYECTBEHHYIO  OLIEHKY
CKPBITHOCTH MOJYYEHHBIX BPEMEHH.X pealn3aluil.
JUis  ocymiecTBIEHMSI  KOJNMYECTBEHHOW  OLEHKH
CKpBITHOCTH oOpatnMmcsi kK BDS-craTucruke, koropas
0a3upyercs Ha CTaTUCTUYECKUX CBOMCTBax KOppes-
LMOHHOM Pa3sMEPHOCTH HCCIIELyeMOoro Ipolecca
B (a30BOM IIPOCTPAHCTBE, KOTOpasi B CBOIO O4epenb
OIIpENeNsieTcs] KOPPENSLUOHHBIM HHTErpajioM. OTH
JaHHBIE MAIOT B OTAENBHBIX CIIydasx Oombine nHGOp-
MalMH O KJIacce rporecca (ciaydaiHble, XaOTHYECKHeE,
peryJsipHbIE), YeM PHeprerudyeckue nokaszarenu. Ta-
kM obpazom, BDS-craTucruka B psje ciydae MOXeT
BBICTYIIUTh B KaU€CTBE MEPbl IHEPTETUUECKON CKPBIT-
HocTH [12—14]. BDS-cTaTicTHKa OCHOBaHA Ha CTATH-

crudeckoit Benmunae W(€) [12—14], omuckiBaemoi
CIIE/IYFOIIM BBIPaKCHHEM:

C g)-C )"
Wm’N(g):\/m m,N( ) l,N—m( ) ’

®)

Gm,N (8)
rie C, (&) u C,_, () — KOppENAUMOHHbBIE HHTE-
rpaisl, a o, (&) — CPEIHEKBAJPATHYHOE OTKIIOHE-

HHE.

B ta6n. 1 mpuBenens! 3Hauenus BDS-cratnctikn
w(&), omuchiBaeMoii BbipaskeHueM (3), 1t ucciemy-
€MBbIX BpEMEHH.X peanu3auuid. Pacuersl aBTOpamu
MIPOBEIEHBI C TTOMOINBI0 mporpamMMbl Eviews Student
Version Lite. Kak BumHO u3 Tabn. 1, BpeMeHH.e pea-
nmu3anuu reaeparopa Uya (6e3 ¢unbTparum) u rexe-
patopa Puxurake (0e3 QuubTpamnun) obIagaroT 3Ha-

gyeausMH ~ BDS-cratnctuku w(€) e [250 + 320]

1 w(€)e[150+200] coorsercraento. CormacHo us-

BECTHBIM HccienoBaHusM [12—15], aro ykaswiBaer
Ha TO, YTO BPEMEHH.e peain3anuu TeHepaTopa Yya
u TeHepaTopa PukmuTake 00MamaroT HEAOCTATOYHOM

HAYYHOE [NPUBOPOCTPOEHUE, 2021, Tom 31, Ne 1



AHAJIN3 HCIIOJIB3OBAHMSA OTO®UJIBTPOBAHHBIX XAOTHMYECKUX CUIHAJIOB 97

Taba. 1. 3raueHns BDS-cratuctuku w(€), HCcleIyeMbIX BpeMEHH X pean3aluii reaeparopa Yya

U reHepaTtopa Puxuraxe

Hccnenyemas cucrema BDS-cratuctuka w(g)
I'eneparop Uya
I'eneparop Yya (0e3 ¢punbTparm) [250+320]
Qunprpanus ¢ momorpio [TTD [108+130]
Ounprpanus ¢ momortpio 11D ¢ y3koit moaocoit mporrycKaHus [45+50]
I'eneparop Pukutake
I'eneparop Puxurake (6e3 pumpTpanin) [150+200]
QunpTpanus ¢ momorpio [HTTD [74+84]
OunpTpanus ¢ momotpio 11D ¢ y3koif moa0coil mporrycKaHus [43+49]

CKPBITHOCTHIO OT TIOCTOPOHHEro HaONIOJaTens, T.K.
nx 3HadeHne BDS-cratuctuku w(eg) > 200.

BpeMmeHnH.e peanuzanuu reseparopa Uya u resepa-
Topa Puxurtake, orpunstpoBanHbie ¢ moMomsio [1D ¢
MAPOKON TIOJIOCOM TPOIyCKaHus, 00JamaroT 3Hade-
HHUSIMH BDS-cratuctuku w(g) €[108 +130]

u w(g)e[74+84] coorBerctBeHHO. CoOrjacHO W3-

BECTHBIM HccienoBaHusM [12—15], aro ykaswiBaer
Ha TO, 4YTO OHM o0Ojamaror 3HauyeHnemM BDS-

craTHCTHKA W(E) B HECKOJIBKO Pa3 MEHBIIUM, YeM

YCTaHOBJICHO IE Xa0THYECKUX CUTHAJIOB
(w(g)2200). C ygeroM TOro, 4YTO M3HAYAIHHO OHU

ObUIM MOTy4YEHBI C TIOMOLIBIO reHeparopa Uya u reHe-
paTopa PukunTake, TO X CKPBITHOCTh OT IIOCTOPOHHE-
ro HaOmogaTens SBJISETCS NOCTaTouyHOW. BpemeHH.e
peanuzauuu reieparopa Uya u renepatopa Pukurake,
orduabTpoBaHHBIE ¢ TOMOMIBIO [1D ¢ y3K0it momocoit
MponmycKaHusd,  oOmajmatoT  3HadeHwsiMu  BDS-
cratuctTukun w(g) €[45+50] m w(g) €[43+49] co-
oTBeTcTBEHHO. COracHO U3BECTHBIM HMCCIICAOBAHUIM
[12-15], aTO0 yKa3pIBaeT Ha MX CXOXKECTh C aBTOpE-
IPECCUOHHBIM W ONM3KUMH K HEMY IpOLECCaMH.
C ydeToM TOr0, YTO OHH OBLIH TOIYYEHBI C TOMOIMIBO
reieparopa YUya u reHeparopa Pukutake, TO uX
CKPBITHOCTb OT IIOCTOPOHHETO HaO0AaTeNs SIBJIsETCS
nocrtatrouHo. [lomydyeHHBIE N@HHBIE COIJIACYIOTCS
C WccieoBaHusIMe U3 pabor [4, 5].

[IpoBenemM KONMMYECTBEHHYIO OLIEHKY HOTY4YEHHBIX
BPEMEHH.X peajn3alyii ¢ MOMOLIBIO OIHOIO U3 IOKa-
3arenell HaleKHOCTH (YHKIMOHHPOBAHUS Iepenadu
JNAaHHBIX B CHCTEMax paauocBsi3u. B kadecTBe Takoro
MoKasarens oOpaTHMCS K H3BECTHOMY IIOKa3aTellto
nuk-paxTopa cursanoB. Kak u3BecTHO M3 IUTEpary-
per [16, 17], yBenmueHHOe 3Ha4YeHWE NHK-(pakTOpa
OrpaHMYMBACT peaju3yeMble 3HA4YCHUS JHEpreTuye-
cKoi 3(PEeKTHBHOCTH paJAMONEePENArONIEro yCTPOi-
CTBAa, CHMJXKA€T IIOMEXOYCTOWYMBOCTH  IIpUEMA,

HAYYHOE [NPUBOPOCTPOEHHUE, 2021, Tom 31, Ne 1

YCIIOKHSIET U YIOPOJKaeT MPUMEHSEMYIO allaparypy.
3HadeHne TUK-(aKTopa CUTHANA BBIYUCIACTCS C T10-
MOIIBIO CIIEIYIOIIETO BBIPAKECHHS:

p=tos @)
O

rie Upax — MaKCHMaJbHOE 3HAYCHUE CUTHANA, 0 —
CpenHEeKBaJpaTUYHOE 3HaYeHNE CUTHAJA.

B Tabn. 2 mpuBeneHsl 3Ha4YeHWs THK-pakTopa P,
OITMCHIBAEMOTO BBEIpaKeHHEM (4), ISl MCCIeayeMBIX
BpPEMEHH.X peanu3auuil. Pacuersl aBTOpaMu mposese-
HBI ¢ TIOMOIIBI0 TIporpammbl ScicosLab.

Kak BugHo n3 Tabin. 2, BpeMeHH.€ peajau3aluu re-
Hepatopa Uya (6e3 punmpTpanmmn) u reneparopa Puku-
Take (0e3 punpTpanuu) ob6Iagar0T HAMMEHBIIINM TTHK-
(akTOpOM U3 PACCMOTPEHHBIX CHTHAJIOB, PABHBIM
P<3. Bpemenne peannzanuu reHepaTopa Uya
u reieparopa Puxurake, oT¢mIbTpoBaHHBIE C TOMO-
111137} HITI®, o0nagaroT 3HAUYCHHEM MTHK-
¢dakropaPe[2.3+3.4] u Pe[3.8+4.5] coorBer-

CTBEHHO. BpemeHH.e peanuzauuu renepatopa Yya
u reieparopa Puxurake, oT¢mIbTpOBaHHBIE C TOMO-
mpio [1d ¢ y3koit monmocoil mpomyckanus, 001anatoT
3HaueHneM mnuk-pakropa Pe[3.9+5] u Pe[6+§]
coorBeTcTBeHHO. COrJacHO W3BECTHBIM HCCIIEI0Ba-
HUsM [16, 17], 11 COBpeMEHHBIX CHCTEM CBSI3W 3Ha-
YeHue MNUK-(pakTopa IepeJaBacMbIX CHUTHAJIOB, BBI-
YICIIEHHOE C TOMOINBI0 BEIpakeHHs (4), TOMHKHO
HaxOIWThCA MpUMepHO B auamnasone P e[l+4]. Ot-
CIOJIa MOXKHO 3aKJIIOYNTh, YTO CUI'HAJIBI, IOMyIEHHBIE
¢ nomompo I1® ¢ y3koil monocoi mporyckanusi, He
MOOXOIAT Uil CHUCTEM paauOCBS3M, T.K. 00IanaroT
MOBBIILICHHBIM 3HadeHHeM NuK-(pakTopa. Bmecte ¢
TE€M OCTaJbHBIE CUTHAJbl MOTEHIHAJIBFHO BO3MOXKHO
WCIOJIB30BaTh ISl CUCTeM panuocBsizu. IlomydyeHHble
JAHHBIE COTJIACYIOTCSI C HCCIIEOBAHUSAMHU U3 PabOTHI
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[4].

Ta6ua. 2. 3HaueHus nuk-paxkropa P ucciaeyeMbIX BpeMEHH.X peanu3aiiii renepatopa Uya u renepatopa Pukurake

Hccnenyemas cucrema | [Muk-akrop P
I'eneparop Uya
I'eneparop Yya (06e3 ¢punpTparnmm) <3
Qunprpanus ¢ momorpio TTD [2.3+3.4]
OunpTpanus ¢ momotipio 11D ¢ y3koif moaocoit mporryckaHus [3.9+5]
I'eneparop Pukutake
I'eneparop Puxurake (6e3 pumpTpanin) <3
Qunprpanus ¢ momoripio [HTTD [3.8+4.5]
OunpTpanus ¢ momotpio 11D ¢ y3koif moaocoil mporryckaHus [6+8]
Ta6u. 3. O6001IeHHBIE BBIBOBI IO IIPOBEIEHHBIM HCCIEI0BAHUSIM
Uccnenyemas cucrema BDS- [Muk-pakTop
CTaTUCTHUKA
I'eneparop Uya
I'eneparop Yya (06e3 ¢punpTparm) - +
@unbTpanud ¢ nomouibto IO + +
@unbTpanus ¢ nomoulsto IO ¢ y3ko0il o10coi TponycKaHus + -
I'eneparop Pukutake
I'eneparop Puxurake(6e3 pumpTpanun) - +
®unbTpanud ¢ nomouibto IO + —/+
@unbTpanus ¢ nomouisio I ¢ y3ko0il o10coi TPOycKaHus + -

CpaBHI{lTeJII)HbIﬁ AHAJTHU3 MOJYYCHHBIX TaHHBIX

B Tabn. 3 mpuBemeHbl 0000IIEHHBIE BBIBOABI IO
MIPOBENIEHHBIM HCCIICIOBAHUSM.

CpaBHUTENBHBIM aHAIM3 MOJIYYEHHBIX JAaHHBIX
(Tabm. 3) mokaspIBaeT, YTO ISl BHIOPAHHBIX YCIIOBHI
UCCIICIOBAHNSA B LEJIOM IOAXOAALIMMHU SIBIISIOTCS
BpEMEHH.€ peasinzaluy reaeparopa Uya u resepatopa
Puxurake, momydennsie dunbTpanueit 11O ¢ mmpo-
KO# monocod mponyckanus (00JIagaloT MpHUEMIIEMBI-
M 3HadeHusMH BDS-cratuctuku w(€) W mHK-
¢bakropa P).

Takum 00pa3oM, BO3MOXKHO CHENIaTh BBIBOX, YTO
¢GuIbTpanysl XaOTHYECKUX CHTHAJOB C IIOMOILUBIO
LII® mpu cobmoaeHnn OpeaeeHHBIX TPeOOBaHMMA
SIBJISICTCS] TIEPCIIEKTUBHBIM IIOIXOIOM AJIsi obecreue-
HUSl CKPBITHOCTH M HAJEKHOCTU Iepelauyd AaHHBIX
B CHCTEMax PaJuOCBS3H.

3AK/IIOYEHHUE

B pe3ynpTaTe mpoBENEHHBIX HCCIECIOBAaHUH MOIY-
YEeHbl BPEMEHH.€ PEAN3aLUU Xa0THYECKUX CHUTHAJIOB,
CreHEepUPOBAaHHBIX Ha OCHOBE M3BECTHBIX I'€HepaTropa
Uya u renepatopa Pukurake. IIpoBenena wmx ¢uib-
Tpauusa ¢ nomouipto IIIID u uccnegoBaHue mnoiy-

YEeHHBIX JAHHBIX C IIOMOMIIBIO IOKasareneid BDS-
cratuctuku W(€) u muk-pakropa P. B pesynbrare

MPOBENIEHHBIX HCCIENOBAHUN YCTaHOBIIEHO, YTO VIS
BbIOpPAHHBIX YCIOBHM HCCIIEOBAHUS B LIEIOM IPHUEM-
JIEMBIMH SIBJISIIOTCSI BPEMEHH.€ peain3aiii TeHepaTo-
pa Uya u renepatopa Pukurake, momydeHHbIe (HUITh-
tparmeii [1® ¢ mmpokoit monocoit mponyckanus (00-
JaJA0T MPUEMIIEMBIM 3Ha4YEHHUEM BDS-
cratuctuku wW(€) u mnuk-¢aktopa P). Jpyrue pac-

CMOTPEHHbIE BPEMEHH.€ pealM3alud, B YaCTHOCTH
reHeparopa Uya u reHepatopa Pukurake 0e3 ¢uib-
Tpalmu, a TakXke Mody4deHHble uxX (unbTpanuen 11D
C Y3KOM IOJOCOHW B LENOM HE MOAXOIAT AJIS CHCTEM
paavocBsi3d, T.K. OO 0O0IagaroT HEeI0CTaTOYHON
CKPBITHOCTBIO OT IOCTOPOHHEro HaOIromaTens, JTudo
00JTalalOT TIOBBIMIIEHHBIM 3HA4YeHHWEM NHK-(paKTopa.
W3 3T0r0 MOXHO 3aKIIOYUTh, 4TO (GHIBTPALU Xao-
THYeCKuX curHaioB ¢ momomnsio HITID npu cobiro-
JCHUU OIpelelIeHHbIX TPeOOBaHMUHM SIBISETCS TIEp-
CIIEKTUBHBIM IOAXOAOM UL 00ECHEeYeHHs CKPBITHO-
CTU M HaJEeXHOCTHU IIepeAay JaHHBIX B CUCTEMAax pa-
IMOCBsI3U. BMecTe ¢ TeM OHa Tak K€ MMEeT U OrpaHu-
YEeHUsI, KOTOpble HEOOXOANMO YUUTHIBATh NPHU €€ UC-
1oJbp30BaHuM. B uactHOCTH, cnexyer oOpamiarb BHU-
MaHHE Ha BIHMSHHME IOJIYYEHHBIX NIpU (uibTpanuu
CUTHAJIOB HA CKPBITHOCTh M HAAEKHOCTH Ieperadu

HAYYHOE [NPUBOPOCTPOEHUE, 2021, Tom 31, Ne 1
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JAHHBIX B CUCTEMAaX PAaAHOCBs3U. [JaHHBII BRIBOJ CO-
TJIacyeTcsi C BBIBOJIaMHU M3 PaboTHI [4].

ABTOpBI Ha OCHOBE NPOBEIECHHBIX HCCIEIOBAHUI
Y BBIBOJIOB M3 M3BECTHBIX pabor [4, 5] cunTaroT merne-
co00pa3HBIM MPUMEHSTH TSI 00ECTIeYeHHs] CKPBITHO-
CTH M HaJEeXHOCTHU IIepeAayt JaHHBIX B CUCTEMax pa-
IOUOCBSI3M IIPU HMCIIOJb30BAHUM XAOTHUYECKUX CHUIHA-
JIOB HapsQy C IIMPOKO PAacHpOCTPaHEHHBIMH METOJa-
MU (HampuMmep, pacuIpeHreM 0a3bl IepenaBaeMbIX
CUTHAJIOB, IOMEX0YCTONYHMBBIM KOJUPOBAHUEM U JIP.)
TaKxke ¥ (QUIBTPALUIO0 XaOTHYECKUX CUTHAJIOB C IO-
Mopto I1® ¢ mupokoi nonocoit nmpomnyckanus. Bme-
CTE C TeM JaHHOE yTBEpKACHUE TpeOyeT JanbHeHImnx
HCCIICIOBAHNH C y4ETOM anpoOaluy Ha 3HAYUTENIbHO
OonbpIIeM KOJIMYECTBE TEHEPaTOpOB XAOTHUECKHX
curHasioB. Kpome Toro, B nepcnexkruBe HE0OXOIUMO
0o0paTUTh BHUMAHHE Ha BOIPOCHl CHHXPOHHU3ALMH
B TaKHX CHCTEMax, a TaKKe Ha BOIPOCHI YCIIOKHEHUS
MpPUEMOIIEpPEIAIOIIECH anmnapaTypbl, KOTOpbIE HEH3-
0EXHO BO3HUKAIOT B TAKUX CIIydasx.

CIIMCOK JIMTEPATYPbBI

1. Bapaxun JI.LE. CucTeMbl CBS3U C IIYMOIOAOOHBIMH CHT-
Hanamu. M.: Paguo u cBs3b, 1985. 384 c.

2. Emenvanos P.IO., Kyzemun JI.B. KomneHncanust y3koro-
JIOCHOM TIOMEXHU B CBEPXUIMPOKOMOJIOCHOM CXEeME CBSI3U
Ha XAOTHYECKUX paguoummyibcax // PaauorexHuka
u anektponuka. 2011. T. 56, Ne 1. C. 67-76.

3. Kysvmun JI.B., Emenvsanoe P.FO. OproroHanbHbili 0azuc
JUIS HEKOTE€PEHTHOIO IIpHeMa CBEPXUIMPOKOMOIOCHBIX
Xa0THYECKUX paauoumnyibcoB // Marepuanslr IV Bee-
poccuiickoii HayuHOU KoH(pepeHimu "CBEpXIIUPOKOIIO-
JIOCHBIE CHTHANBI B PaJHONOKAIMH, CBA3M M aKycTHKe'.
Mypowm, 2013. C. 49-54.

4. Bactoma K.C., O3zepos C.B., Manviues A.A. I1oBbiienne
CKPBITHOCTH Tepefiayll OMHAPHOTO COOOIICHUS B TPSMO-
Xa0THUECKOM CHCTEME PaJHOCBA3U 3a CUeT (HUIBTPALMU
Xao0THYeCKON Hecymied // 30ipHUK HAyKOBHX Tpallb
XapkiBcbkoro yHiBepcutery I[loBitpsaux Cun 2013.
Ne 2 (35). C. 71-74.

5. Kunuamoe A.A., Kpacuukos JI.B. I3MeHeHNEe CTPYKTYpPHI
CTPaHHOTO aTTPAKTOpa MPHU MOITOCOBOM (UIBTPALIU Xa0-
THueckux KoneOanwuit // Ilucema B XKT®. 1993. T. 19,
Ne 17. C. 68-71.

6. Badii R., Broggi G., DerighettiB., Ravani M., Cliberto S.,
Politi A., Rubio M.A. Dimension increase in filtered cha-
otic signals // Phys. Rev. Lett. 1988. Vol. 60, no. 11.
P. 979. DOI: 10.1103/PhysRevLett.60.979

7. Rapp P.E., Albano A.M., Schmah T.I., Farwell L.A. Fil-
tered Noise Can Mimic Low-Dimensional Chaotic Attrac-
tors // Phys. Rev. E. 1993. Vol. 47, no. 4. P. 2289-2297.

HAYYHOE [NPUBOPOCTPOEHHUE, 2021, Tom 31, Ne 1

10.

11.

12.

13.

14.

15.

16.

17.

99

. E¢humos U.I1. TIpoekTupoBaHHUE JIEKTPOHHBIX (PHUIBTPOB:

METOIMYECKUE YKa3aHUsI [0 KypCOBOMY MPOESKTUPOBAHUIO
IS cTyAeHTOB. YibsiHOBCK: YI'TY, 1999. 33 c.

. Layec A. "Modnum". Scilab toolbox for the communica-

tion systems. User's guide. IRCOM Group, 2006. 100 p.
Taspuwes A.A., Ocunos /[.JI. llpumeHeHne makera mpo-
rpamm Scicoslab Ui mocTpoeHust U aHaiu3a OecrpoBOI-
HBIX CHCTEM CBSI3M Ha IIPUMeEpE TeHEePaTOpOB XaoTHYe-
ckux curHanoB // lnaoBatuu B oOpazoBanuu. 2020. Ne 3.
C. 122-136.

Pehlivan L, Rikitake Y.U. Attractor and It’s Synchroniza-
tion Application for Secure Communication Systems //
Journal of Applied Sciences. 2007. Vol. 7, no. 2. P. 232—
236.

Bactoma K.C., Ozepos C.B., 3oy @.@. Ananus npomyck-
HOW crocoOHOCTH U cKpbITHOCTH MIMO-cucremsl paauo-
CBsI3M Ha XaoTHueckod Hecymiei // CucteMu 0OpOOKH iH-
dopmamii. 2012. Ne 9 (107). C. 21-24.

Bacroma K.C. Knaccudukanusi mporeccop B MH()OKOM-
MYHHMKAIIIOHHBIX PAJMOTEXHUYECKHX CHCTEMax C MpHUMe-
HernneM BDS-cratucruku // TIpoGiembl TeleKOMMYyHHKa-
muid. 2012. Ne 4 (9). C. 63-71.

Bacroma K.C., Ozepos C.B., Koponok A.H. OcobeHHocTn
MMOCTPOCHUST CTEraHOrpapUUECKUX CUCTEM PajnuoCBs3H //
[Mpobnemsr Tenekommynukarmid. 2012. Ne 3 (8). C. 94—
104.

Taspuwies A.A. MopenupoBaHue H KOJTUYECTBEHHO-
Ka4eCTBEHHBI aHaJIM3 PACHPOCTPAHEHHBIX 3aIIMIIEHHBIX
cucreM cBsizu // Ipuknannas napopmatuka. 2018. T. 13,
Ne 5 (77). C. 84-122.

Jlocunos C.C. lludpoBbie paavodIeKTPOHHBIE YCTPOH-
CTBa M CHCTEMbI C TWHAMHYECKUM Xa0COM M BapHauuen
mara BpeMeHHoU ceTku. [uc. ... 1-pa texH. Hayk. Ka3ans,
2015. 228 c.

Taspuwes A.A., I'aspuwes A.H. K Bompocy o pacuere
3HAUEHWH NHK-(paKTopa CHIHANOB, T'€HEPHPYEMBIX pac-
MIPOCTPAHEHHBIMH CKPHITHBIMU CUCTEMaMH CBsi3u // Becr-
auk HIBXK. 2020. Ne 3 (45). C. 149-157.

Cesepo-Kaskasckuit ghedepanvhuiii ynusepcumenm,
2. Cmasponons

Konrakrsr: I aspuwies Anexceti Anopeesuu,
alexxx.2008@inbox.ru

Martepuan noctymmn B pepakuuio 24.01.2021



ISSN 0868-5886 NAUCHNOE PRIBOROSTROENIE, 2021, Vol. 31, No. 2, pp. 93—104

ANALYSIS OF THE USE OF CHAOTIC SIGNALS FILTERED
WITH A BANDPASS FILTER FOR DATA TRANSFER
OPERATION IN RADIO COMMUNICATION SYSTEMS

D. L. Osipov, A. A. Gavrishev

North-Caucasus Federal University, Stavropol, Russia

The analysis of the use of chaotic signals filtered through a broadband bandpass filter to ensure stealth and
reliability of data transmission operations in radio communication systems is carried out. Time realizations of
chaotic signals generated by the well-known Chua and Rikitake generators are obtained. They were filtered us-
ing a broadband bandpass filter, and the data obtained was studied using BDS-statistic and crest factor. As
a result of the studies, it was found that under certain research conditions, time realizations of Chua generator
and Rikitake generator, obtained by broadband filtering, are suitable. Other considered time realizations are not
suitable for radio communication systems, since either they have low stealth from the outside observer, or they
have an unacceptable crest factor value for radio communication systems. From this we can conclude that filter-
ing chaotic signals using a broadband bandpass filter as a whole is a promising approach to ensure the stealth
and reliability of data transmission in radio communication systems. The authors, basing on the conducted re-
search and conclusions from well-known works, consider it appropriate to use broadband filtering to ensure the
stealth and reliability of data transmission in radio communication systems when using chaotic signals, along

with widely used methods.

Keywords: bandpass filtering, chaotic signals, communication systems, stealth, reliability

INTRODUCTION

From the research papers [1, 2], it is widely known
method to use bandpass filters (BPF) on the receiving
end of various radio communication systems to com-
bat interference that affect signals transmitted over the
communication channel. At the same time, in recent
years, another prospect began to develop, associated
with the use of bandpass filters in radio communica-
tion systems, in particular [3, 4]. They are starting to
find application for the currently actively developing
direction — generating chaotic signals for radio
communication systems. On this basis, the study and
analysis of chaotic signals generated by bandpass fil-
ters for wireless transmission systems is of practical
and scientific interest. The reason for this interest is
[3—7] that a band-pass filter with appropriate settings
can potentially affect the characteristics of oscillations
significantly, and the resulting changes should be tak-
en into account when diagnosing the receiving signals.

For example, in [5], the passage of signals generat-
ed by the Rossler attractor through a BPF was investi-
gated. As a result of the studies carried out, it was
found that the filtering of a chaotic signal in some
cases leads to a change in the structure of the attractor,
complicating it, i.e. the chaos of the attractor increas-
es. In papers [3, 4], this idea was developed and tested
for radio communication systems. In particular, in [4],
using band-pass filtering of chaotic signals, an in-

crease in the stealth of the transmission of a binary
message in radio communication systems was stydied.
In the proposed approach, filtering of the mapping in
the form of the Chebyshev polynomial was carried out
with wideband bandpass filters (WBFs), resulting as
a generator of chaotic signals. Studies have shown [4]
that the filtered chaotic signal has an attractor similar
to the attractor of white noise, while the attractor of
the initial chaotic signal is structured. The application
of the obtained data to increase the stealth of the
transmission of a binary message in radio communica-
tion systems with a correlation reception method is
shown. At the same time, the authors of [4] point out
an important circumstance: for the reliable functioning
of radio communication systems of this class, it is
necessary that the optimal bandwidth of WBF is cor-
rectly selected when generating chaotic signals. This
bandwidth is to provide simultaneously the best
showing of stealth and reliability of operation (since
in this case, the reliability of the operation of the
transceiver equipment is inversely proportional to
stealth). This is primarily due to the fact that the nar-
rower the filter passband is, the more the phase image
of the generating chaotic signal is similar to the phase
image of white noise. However, this negatively affects
the reliability of the radio communication system.

In connection with what has been stated in this pa-
per, the authors want to consider in more detail the
issues of using chaotic signals filtered through a WBF
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to ensure secrecy and reliability of data transmission
in radio communication systems.

The aim of this research is to obtain time realiza-
tions of chaotic signals created by Chua and Rikitake
generators, filter them with a WBF and study the ob-
tained data using the BDS statistic w(g) and crest

factor P.

MAIN PART

Brief information about bandpass filters
and their application for filtering chaotic signals

In accordance with the well-known works [4, 8],
the bandpass filter is a linear system consisting of
a low-pass filter and a high-pass filter. Bandpass fil-
ters can be broadband and narrowband. In accordance
with [8], the WBFs are filters with F¢,/ Fcp > 1.5, and
the narrow-band filters are ones with / F¢ < 1.5,
where F¢; is the lower limit of the frequency cutoff,
F, is the upper limit of the frequency cutoff.

The research will be carried out in accordance with
the recommendations and conclusions of the works [4,
5]- In accordance with them, to convert a chaotic sig-
nal to a more complex form, it is necessary to use
a WBF. In addition, in [4, 5] it is stated that when us-
ing a wide band BF for filtering chaotic signals, their

Fig. 1. Phase image of time realization of Chua generator
(without filtration)
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attractor changes insignificantly. In the case of using
a BF with a narrow passband for filtering chaotic sig-
nals, their attractor becomes much more complicated.

Based on this, we will conduct research in accord-
ance with the following algorithm:

1) we get the time realization of chaotic signals
without filtering and carry out their study;

2) we obtain the time realizations of chaotic sig-
nals, filter them out using a wide bandpass BF, and
conduct their study;

3) we obtain the time realizations of chaotic sig-
nals, filter them out using a BF with a narrow band,
and conduct their study;

4) and compare the results.

Research part

Chua generator defined by the expression [9]

(1

is taken as the first generator of chaotic signals.

Fig. 2. Phase image of time realization of Chua generator,
obtained with a WBF

Fig. 3. Phase image of time realization of Chua generator, obtained with a narrow band BF

The time implementations of Chua generator with-
out filtration as well as of Chua generator filtered with
the use of a wide band BF, Chua generator filtered
with the use of a narrow band BF accordingly to the
proposed above algorithm were obtained by means of
ScicosLab software in accord with the recommenda-
tions of [4, 5, 9].

The examples of their phase images designed by
means of the Fractan software are given in Fig. 1-3
respectively.

As seen in Fig.1, Chua generator without filtration
has a classic phase image that is structured. In Fig. 2,
3 the complicated phase images of Chua generator are
depicted, and the phase image obtained with the use of
a narrow band BF is the most chaotic. The data ob-
tained are consistent at qualitative level with the stud-
ies in [4, 5].

The well-known Rikitake generator defined by the
expression [10, 11]:
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=—ux+zy,
—ux+ (Z - a)x, (2)

I—xyp.

is taken as the second generator of chaotic signals.

The time implementation of Rikitake generator
without filtration as well as of Rikitake generator fil-
tered with the use of a WBF, Rikitake generator fil-
tered with the use of a narrow band BF accordingly to
the proposed above algorithm were obtained by means
of ScicosLab software in accord with the recommen-
dations of [4, 5, 10, 11]. The examples of their phase
images are given in Fig. 4-6 respectively.

As seen in Fig. 4, Rikitake generator without filtra-
tion has a classic phase image that is structured. In
Fig. 5, 6 the complicated phase images of Rikitake
generator are depicted, and the phase image obtained
with the use of a BPF with a narrow band is the most

X
y
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Fig. 4. Phase image of time realization of Rikitake genera-
tor (without filtration)

1. JI. OCUIIOB, A. A. TABPUIIIEB

Fig. 5. Phase image of time realization of Rikitake gen-
erator, obtained with a WBF

Fig. 6. Phase image of time realization of Rikitake generator, obtained with a narrow band BF

chaotic. The data obtained are also consistent at quali-
tative level with the studies in [4, 5].

Next, we will conduct a quantitative assessment of
the stealth of the obtained time implementations. To
carry out a quantitative assessment of stealth, let’s
turn to the BDS statistic, which is based on the statis-
tical properties of the correlation dimensionality of the
process under study in the phase space. The dimention
is determined by the correlation integral. These data
give in some cases more information about the class
of the process (random, chaotic, regular) than energy
showings. Thus, BDS statistic in a number of cases
can act as a measure of energy stealth [12—14]. The
BDS statistic are based on a statistical value w(g)

[12—-14] described by the following expression:

()N Cr @G

O-m,N (8)

where C, ,(¢) and C,,_, (¢) are the correlation in-

tegrals and o, (&) is the root-mean-square devia-

tion.
Tab. 1 shows the BDS statistic values w(g), de-

scribed by the expression (3) for the investigated time
implementations. The calculations were carried out by
the authors using the Eviews Student Version Lite
program. As you can see in the Tab. 1, time imple-
mentations of Chua generator (without filtering) and
Rikitake generator (without filtering) have the BDS

statistic values w(&) e[250+320] and

w(g) e [150+200] correspondingly. According to
well-known studies [12—15], this indicates to the fact
that the time realization of Chua generator and Riki-
take generator have insufficient stealth from an out-
side observer, because their BDS statistic value is
w(g) = 200.

The time implementations of Chua generator and
Rikitake generator, filtered with the use of
a WBF, have the values of the BDS statistic
w(g) €[108 +130] and w(g)e[74+84] correspond-
ingly. According to the known studies [12—15], this
indicates to the fact that they have a BDS-statistic
values w(&), that is several times lower than that

established for chaotic signals (w(g)>200). Taking

into account that they were originally obtained with
the use of Chua generator and Rikitake generator,
their stealth from an outside observer is sufficient.
The time implementations of Chua generator and Ri-
kitake generator, filtered using a BF with
a narrow bandpass, have the BDS statistic values
w(g)€[45+50] and w(g)e[43+49], accordingly.
According to the well-known studies [12—15], this
indicates their similarity with autoregressive and cog-
nant processes. Taking into account the fact that they
were obtained using Chua generator and Rikitake
generator, their stealth from an outside observer is
sufficient. The data obtained are consistent with stud-
ies [4, 5].

Tab. 1. Values of BDS- statistic w(€) of studied time realizations of Chua generator and Rikitake generator

Tab. 2. Values of crest factor P of investigated time realizations of Chua generator and Rikitake generator

Let’s carry out a quantitative assessment of the ob-
tained time realizations using one of the indicators of
the reliability of the operation of data transmission in
radio communication systems. As such an indicator,
let’s turn to the well-known signal crest factor. As is
known from the sources [16, 17], the increased value
of the crest factor limits the realized values of the en-

ergy efficiency of the radio transmitting device, re-
duces the noise immunity of reception, complicates
and increases the cost of the used equipment. The
crest factor of the signal is calculated using the fol-
lowing expression:
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(e}

where Up,y is the maximum signal value, o is the rms
signal value.

Tab. 2 shows the values of the crest factor P, de-
scribed by expression (4), for the studied time realiza-
tions. The calculations were carried out by the authors
using the ScicosLab program.

As you can see in the Tab. 2, the time implementa-
tions of Chua generator (without filtering) and Riki-
take generator (without filtering) have the smallest
crest factor value, among the considered signals, and
equal to P <3. Time implementations of Chua gener-
ator and Rikitake generator, filtered by a WBF, have
the crest factor wvalues Pe[2.3+3.4] and

P e[3.8+4.5], accordingly. Time implementations of
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Chua generator and Rikitake generator, filtered with
a narrow band BF, have the crest factor value
Pe[3.9+5] and P €[6+8], respectively. According
to well-known studies [16, 17], for modern communi-
cation systems, the value of crest factor of the trans-
mitted signals, if calculated using expression (4),
should be approximately in the range Pe[l+4].

Hence, we can conclude that the signals received with
the use of a narrow band BF are not suitable for radio
communication systems, since have increased crest
factor. At the same time, the remaining signals can
potentially be used for radio communication systems.
The data  obtained are  consistent  with
the studies in [4].

Tab. 3. Generalized conclusions of the research

Comparative analysis of the obtained data

Tab. 3 summarizes the findings of the studies.

Comparative analysis of the obtained data (Tab. 3)
shows that under certain research conditions, on
the whole, the time realizations of Chua generator and
Rikitake generator, obtained by a wide band filtering,
are suitable, since they have acceptable values of BDS
statistic w(€) and crest factor P.

Thus, it is possible to conclude that filtering chaot-
ic signals using a WBF, subject to certain require-
ments, is a promising approach to ensure the secrecy
and reliability of data transmission in radio communi-
cation systems.

CONCLUSION

As a result of the research carried out, the time re-
alizations of chaotic signals generated on the basis of
the known Chua generator and Rikitake generator
were obtained. They were filtered using a WBF and
the data obtained were studied using BDS statistic
w(g) and crest factor P. As a result of the studies, it

was found that, for the selected research conditions,
the time realizations of Chua generator and Rikitake
generator obtained with the use of a wide passband
BPF have an acceptable values of BDS statistic w(&)

and crest factor P. Other considered time implementa-
tions, in particular Chua generator and Rikitake gen-
erator without filtering, as well as ones obtained by
narrow band filtering is generally not suitable for ra-
dio communication systems, because either have in-
sufficient stealth from an outside observer, or have an
increased crest factor. From this we can conclude that
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filtering chaotic signals using a WBF, subject to cer-
tain requirements, is a promising approach to ensure
the stealth and reliability of data transmission in radio
communication systems. However, it also has limita-
tions that must be taken into account when using it. In
particular, one should pay attention to the influence of
signals, obtained during filtering, on stealth and relia-
bility of data transmission in radio communication
systems. This conclusion is consistent with the con-
clusions in work [4].

The authors, basing on the studies carried out and
conclusions from the well-known works [4, 5], con-
sider it expedient to apply filtering chaotic signals
using a wide band BF along with widespread methods
(for example, expanding the base of transmitted sig-
nals, noise-immune coding, etc.) to ensure
the stealth and reliability of data transmission in radio
communication systems when using chaotic signals.
At the same time, this statement requires further re-
search, taking into account testing on a significantly
larger number of chaotic signal generators. In addi-
tion, in the future, one need to pay attention to syn-
chronization issues in such systems, as well as on
the issues of complication of the transceiving equip-
ment, which inevitably arise in such cases.
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